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Que 1.1. What is the definition of cyber crime Discuss typeg .

attacks prevalent in cyber crime.

Answer l
ime specific

Definition : Cyber crl

ways; a few definitions are : :

Cyber crime refers to criminal activities that are carried out using

computers, networks, and digital technolqu.

2. Any illegal act where a special knowl dge 5"9{._computer technology s
essential for its perpetration (to c it E}E;:_"crime), investigation o

prosecution.
3. Any traditional crime that ha
magnitude through the aid of
into being because of computers _
4. Any financial dishor;jé% at takes place in a computer enii'__i_;-gnment.

5. Any threats tothe com -

damage and 'dem" nds for money. _
v illegal behavior, directed ans of electronic
s the security of computer systems and the data

ally can be defined in a number
P J

p—t

cquired a new dimension or order of
puter, and abuses that have come

taelf, such as theft of hardware or software,

echnology-enabled crime,
facilitated or significantly enhanced
by the use of technology or digital devices. These crimes can encompass
a wide range of illegal actions, and they often exploit the capabilities and

vulnerabilities of technology to commit offenses.

2. Tgchno-vandalism : Techno-vandalism is a specific subset of techno-
crime that involves malicious acts aimed at damaging or defacing digit
property or online resources. It often involves unauthorize
modifications, deletions, or disruptions of digital content or services.

| Explain the origins of the word “cybercrime”.

1. The term C}‘bel‘crime” ha 1 11 i
S ].tS or1 sin th 1 1
: . g.ln e COmblnatIOIl Oi t

wo words:

——‘—4
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Cyber Security

2. Cyber: The word “cyber” is derived from the Greek word “kubernetes,”
which means “steersman” or “pilot”, It was later adapted into English to
refer to control, communication, and information systems, particularly

those related to computers and computer networks.

Crime : “Crime” is a well-established term that refers to unlawful
activities or acts that are in violation of laws and regulations. It
encompasses a wide range of illegal behaviors and actions, including
theft, fraud, violence, and more.

-

The term “cybercrime” was coined by combining “cyber” and “crime” to
describe criminal activities that are conducted in the digital realm using
computers, computer networks, and information technology.

o

It became increasingly relevant as technology and the internet gained
prominence in the late 20th century.

Que 1.3. |
Answer '

How do cyber crimes differ from traditional crimes ?

S.No.| Aspect Cybercrimes Traditional Crimes
1. |Nature of | Crimes co_mmiﬁed using (Crimes  committed
crime digital technology and the |through physical means,
internet. % without digital

_ & technology.
2. |Location | Perpetrated in the virtual O;'é't':u_r in physical
| space, often globally. locations, such as streets,
s homes, b__u_sinesses, ete.
3. | Means of | Relies on computers; R‘éiies on physical
execution [ networks, and online |actions, weapons, and
platforms. .| face-to-face interactions.

4. |Evidence | Digital evidence; including | Physical evidence like
logs, data trails, and IP |fingerprints, DNA, and
addresses. surveillance footage.

5. |Reach Can  target  victims |Primarily constrained by
worldwide, regardless of |geography, often local or
geographic location. regional.

Que 1.4. | Explain information security. How does information

security relate to the prevention of cyber crimes ?

Answer I

Information security :
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1. Information security is the practice of protecting information by
mitigating information risks.

2. It encompasses the strategies, policies, procedures, and technologieg
that organizations and individuals use to ensure the confidentiality
integrity, and availability of their sensitive data and information.

3. Information security aims to safeguard information from unauthorize(
access, disclosure, alteration, and destruction.

Information security and prevention of cyber crimes : Here’s
how information security relates to the prevention of cyber crimes :

1. Confidentiality ; Information security measures, such as encryption
and access controls, help maintain the confidentiality of sensitive data.

2. Integrity : Information security mechanisms ensure the integrity of
data, which means that data remains accurate and unaltered by
unauthorized individuals. 6 <

8. Availability : Cybercriminals may launch attacks to disrupt online
services and make them unavai_labl_e;.-:;_élnforriiatibn security measures
help ensure the availability of critical systems and data.

4. Authentication and authorization : Information security involves
user authentication and authorization. By implementing strong

zation m chanisms, organizations can reduce

authentication and authori
the risk of cyber crimes,

5. Vulnerability management : Information security practices include
vulnerability assessments and patch management. Addressing
vulnerabilities promptly reduces the risk of cifbercriiﬁiﬂals__exploiting
security flaws.

PART-2 | .

Who are cybercriminals "What are their types ?

Que 15,

Cybercriminals :

1. Cybercriminals are individuals or groups who engage in illegal activities

in the digital realm, using technology and the internet to commit various
forms of cybercrime.

2. They exploit vulnerabilities In computer systems, networks, and online

platforms for financial gain, personal motives, or to disrupt and harm
others.

Types of cybercriminals : Following are different types of
cybercriminals :
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A. Type I : Cybercriminals - Hungry for Recognition :

1.

Hobby hackers : These are individuals who engage in ha'cllung
activities as a pastime. They may not necessarily have malicious
intent but can inadvertently cause harm.

IT professionals (social engineering) : IT professionals w.ith
expertise in manipulating people through social engineering
techniques can pose a significant threat. They use psychological
tactics to trick individuals.

Politically motivated hackers : These individuals or groups have
a specific political agenda and use hacking as a means to advance
their causes.

Terrorist organizations : Some terrorist groups use cyber
attacks to further their objectives, including spreading propaganda,
recruiting members, or disrupting critical infrastructure.

B. Type Il : Cybercriminals - Not Interested in Recogmtwn $

1.

Psychological perverts: These md1wduals engage in cybercrimes
that involve harassment, cyberbullymg, online stalking, or sharing
explicit content without consent

Financially motlvated hackers Th;s group seeks financial gain
through cybercrimes such as corporate espionage. They target
organizations to steai sensmve data for monetary proﬁt

State- sponsored h kmg Nation-states engage in cyber
espionage and sabotage to gather intelligence, dlsrupt rlval nations,
or engage in cyber warfare. .

. Orgamzed erlmmals : Organized cr1m1nal groups engage in

various cybercrimes, such as credit card fraud ransomware attacks,
and identity theft, for financial gam .

C. Type III : Cybercrlmmals ‘The Insxders Y

1.

Dlsgruntled or former emp10yees seekmg revenge : These
individuals have insider knowledge of an organization’s systems
and processes, making them potent threats.

Competing companies using employees for economic
advantage : In some cases, rival companies may attempt to gain a
competitive edge by recruiting or coercing employees to steal
proprietary information.

. PART-3
_Clasgiﬁ'cations of Cyber Crimes.
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Que 1.6. | What are the different categories or types of cyh,
T

crimes 7

OR
What is the impact of cybercrimes on individuals, property, ang
government ?

Answer
Following are the different categories or types of cyber crimes :
A. Cybercrime against individuals (persons) :
1. E-mail spoofing : E-mail spoofing involves sending emails with a
forged sender address to deceive recipients into believing the
message is from a legitimate source. 4

2. Online frauds : Online frauds encompa:s__g_'_a ﬁde range of scams
and deceptive practices conducted on the internet, targeting
individuals to trick them into providing money or personal

information. 4
3. Phishing : Phishing isa for n of (':yb:eg_r_;é:rime where perpetrators

impersonate trustworthy entities to obtain sensitive information,

r credit card details, often through

Spamming : SRammi: » involves sending unsolicited'@d_"_often
irrelevant messages vertisements to a large number of
recipients, typically for ommercial purposes.

5. Cyberstalking and harassment : Cyberstalking is the use of
munication to harass or stalkmdlwduals online. It

electronic communi alk indi
can include threats, intimidation, or unwanted advances through

digital channels.
B. Cybercrime against assets (property |

1. Credit card frauds: Qréditi'Car‘_ frauds involve the unauthorized
use of someone’s credltcard QEQii?}fprmation to make fraudulent
purchases or withdraw funds.

9. Intellectual property crimes : These crimes involve the theft or
illegal distribution of intellectual property, including copyrighted
material, patents, and trade secrets.

3. Internet time theft : Internet time theft refers to unauthori
access or manipulation of internet services or resources, such as
stealing internet connection bandwidth or using someone else’s
internet subscription without permission.

ainst organizations (government, business and

zed

C. Cybercrime ag
social) :
1. Unauthorized accessing of computers : This involves gaining
unauthorized access to computer systems or networks, either t

steal sensitive data, disrupt operations, or engage in cyber espionas®

—‘4
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2. Password sniffing ¢ Password sniffing is the process of
intercepting and recording passwords as they are transmitted over
a network.

3.  Denial-of-Service (DoS) attacks : In DoS attacks, perpetrators
overwhelm a target system or network with an excessive volume
of traffie, rendering it unavailable to users.

4. Virus attacks : Virus attacks involve malicious software (viruses)
that can infect computers and compromise their functionality.

D. Cybercrime against society :

1. Forgery : In the digital realm, forgery involves creating fake

documents, digital signatures, or certificates to deceive others for
fraudulent purposes.

2. Cyberterrorism : Cyberterrorism involves using cyber attacks to

disrupt critical infrastructure, create fear, or advance political or
1deological goals.

3.  Web jacking : Web jacking involves unauthonZed access to websites

to change their content or dlsplay messages for malicious or political
purposes. N

Que 1.7. | What is the 1mp ct of cyber crimes on 1nd1vnduals,

property, and govemment. ‘7'

: ﬁnancwl \informatlon

2. anacy invasion : Cybercr often involve the unauthorized
access or theft of personal information, leading to a breach of
privacy. This can result in emotional distress and psychological
harm.

3. Identity theft : Victims of cybercrimes like identity theft may
experience long-term consequences, including damage to their credit
scores and difficulties in reclaiming their identities.

4. Emotional distress : Being a victim of cyber bullying, online
harassment, or cyber stalking can cause significant emotional
distress and mental health issues.
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3, Disruption of services Cyber gttacks on critical infragty,

such as power grids or transportation systems, can disrupt Chiy
omic losses and public inc0nveme';}sugnt.lal

Ce.

services, Jeading to econ

Cybercrimes pose a significant thr
nsored cyber attacks, espion, €t
agencies, military institutifmge’ :

A 1 and

C. Government :

L. National securi
to national security. State-spo
sabotage can target government
critical infrastructure: PN
pact: Govergm ents can incur substantial econgy,:
ber attacks on public ips_titutions, as well as the e
o0 and recovering from cyber incidents. Cost
nt agencies often store vast amoupf
breaches can lead to the exposure ;f
public trust and potenti ally resulting

ty threats

9. Economicim
losses due to Yy
of responding t

3. Data breaches: Governme
of sensitive citizen data. Dat
personal information, erodi
inlegal action. .

4. Intellectualpropertytheft
Property from government researc
mnqyatiq;l and e;%anomic competitiveness

: Cybercriminals can steal intellectual
h institutions, undermining

Que 1.8. | Write ashort note on: glob

Aunswer |
1. ?‘; an international level, cybercrime is defined broadly.

“cy;e (;ggﬂnof Europe’s (CoE’s) Cyber Crime Treaty employs the ter”

ey e als ad(.:omprehensive label encompassing a range of crimind

, including offenses against computer data and system®

com . :
2 This;;uter re:‘lated crimes, content offenses, and copyright violations
s X o
caltegorlij.ear:1 2?’§ftfleﬁmtmn of cybercrime partially overlaps with gener®
il trernses that do not necessarily rely on Informatio® &
echnology (ICT), such as white-collar and econo™”

crimes,
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4. Significant efforts are required to enhance confidence and security in
the use of ICTs and advance the international cooperation agenda.

5. This is because, in the 21st century, there is an increasing reliance on
ICTs that span across the globe,

6. The rapid expansion of ICTs and their dependencies altered the
perception of cybersecurity threats.

=J

The connection between cybersecurity and safeguarding critical
infrastructure has emerged as a major concern, with numerous countries
assessing threats, vulnerabilities, and exploring methods to address them.

8. Within this context, several notable developments have occurred :

1. On August 4, 2006, the US Senate ratified the CoE Convention on
Cyber Crime, which targets hackers, individuals disseminating
destructive computer viruses, those exploiting children or
distributing racist material via the Internet, and terrorists attempting
to attack infrastructure facilities or financial institutions.

i. On August 18, 2006, a news article titled “ISP’s Cautious About
‘Stringent Obligations’ for Web Site Blocking” was published.
European Union (EU) officials aimed to block suspicious websites
as part of a 6-point plan to enhance joint antiterrorism efforts
particularly those inciting terrorist actions.

ii. The CoE Cyber Crime Convention, spanning from 1997 to.2001,
represented the inaugural international treaty addressing Internet-
related crimes by harmonizing national laws, enhancing
mvestlgatlve techniques, and fostering cooperation among nations.
'I‘o date over 40 countnes have ratified the Gonventwn

Que19.

security. N

1. Thé 5P netizen mantra is the survival mantra for online security.

9 The 5P netizen mantra for online security provides a comprehensive
approach to staying safe in the digital world.

3.  Each “P” in this mantra represents a key aspect of online security :
A. Precaution :
1. Precaution is the first and fundamental step in online security.

9. Itinvolves being cautious and aware of potential risks and threats
when using the internet.
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Introduction to Cyber Crime

3.

Netizens should exercise caution when sharing persong)
information, clicking on links, or downloading files from unknoyy,

sources.
This means being skeptical of unsolicited emails or messages, and
verifying the legitimacy of websites before providing sensitive

information.

B. Prevention:

1.
2.

Prevention goes hand in hand with precaution.
It entails taking proactive measures to reduce the likelihood of
falling victim to online threats.

This may include regularly updating software and antivirug
programs, using strong and unique passwords, and educating oneself
about common online scams and tactics used by cybercriminals.

C. Protection:

1.

Protection involves implementing security measures to safeguard
personal data and online accounts.

This includes using firewalls, encryption, and secure browsing
practices. ,

Netizens should also be cautious about the information they share
on social media and adjust privacy settings to limit exposure to
potential threats.

D. Preservation :

35,

4.

Preservation Qmphasiies the importance of preserving digital assets
and records securely.

~ Netizens should fegularly back up their data to prevent loss in case

of cyber attacks or hardware failures.
This includes important documents, photos, and other digital
content. :

'CIOﬁd"Js'torage and exi_;ernal hard drives can be used for data

preservation.

E. Perseverance:

1.

Perseverance represents the ongoing commitment to maintaining
online security.

It’s crucial to stay vigilant and adapt to evolving cyber threats.
Netizens should keep learning about new security risks and best
practices for protection.

Regularly reviewing and updating security measures is essential to
stay ahead of potential threats.
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PART-6
Cyber Offenses : How Criminals Plan the Attacks.

Que 1.10. | What do you understand by cyber offenses ? Also explain

the terms hackers, crackers and phreakers.

Answer |

A. Cyber offenses:

1. Cyber offenses, also known as cyber crimes, are criminal activities
committed in the digital realm using computer networks, the
internet, or other forms of technology.

2. These offenses involve various illegal activities that exploit
vulnerabilities in computer systems, compromise data, or harm
individuals or organizations, <

3. Cyber offenses are a growing concern due to the increasing reliance
on digital technology and the internet in modern society.

4. Law enforcement agencies, ¢ybersecurity experts, and legal
authorities work to combat cybercrimes and prosecute offenders to
protect individu_ais‘, businesses, and governments from the various
threats posed by cyber offenses. :

B. Hackers: Hackei'sfar_'é individuals with advaﬁéed_ computer skills and
knowledge who use their expertise to explore and manipulate computer

syﬁteiﬁs;;snﬂ;ﬁfaxe,_axid networks. -

C. Crackers : Crackers are individuals who engage in malicious or illegal
activities, pn:marlly focused on circuqu;itihgsoftv?are protections (e.g.,
cr: acking sqﬂ}ygré licenses or gﬁé’ryptio;r'_l)_;;to gain unauthorized access
or manipulate software for personal gain, vy

D. Phreakers: Phreakers, shor'i:?fégf_f.‘p one phreaks,” are individuals who
manipulate or explore the teléco;nm_t;;ﬁcation systems, often with a
focus on gaining free access to phoné services or exploring the inner
workings of the telephone network.

' Explain how cybercriminals plan the attacks ?

1. Cybercriminals employ a variety of techniques to identify weaknesses
in the security of their target.

2. These methods can include scanning for open ports, searching for
unpatched software or outdated operating systems, and exploiting known
vulnerabilities.
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3. They may also use social e
revealing sensitiv
Following phases are involved in

o~

A.  Reconnaissance (Info

1.
2.

B. Scanning and scrutinizing :

1

3

B

Introduction to Cyber Crip,

ngineering to manipulate individuals int,
¢ information or credentials.
planning cyber crime :

rmation gathering) :

This initial phase focuses on gathering information about the target,

seek to understand the target’s systems, network

riminals
Crimina and potential vulnerabilities.

topology, security measures,
Reconnaissance activities can include scanning public records,
studying social media profiles, and conducting network analysis.

Thus, an attacker attempts to gather information in two phases;
passive and active attacks. Let us understand these two phases :

Passive attacks : In passive attacks, criminals gather information
without directly interacting with the target's systems. They aim to
remain unnoticed while collecting data that may be useful in
subsequent attacks. Passive attacks ‘can include activities like
monitoring network traffic or profiling potential victims.

Active attacks : Active attacks involve direct interaction with the
target’s systems. Criminals actively exploit vulnerabilities or attempt
to gain unauthorized These attacks can range from phishing
attempts and malsy deployment to exploiting software
vulnerabilities. -

Once informgtiqn-is.géﬁhered, cybercriminals anéiyzé it to identify
valid data and potential vulnerabilities. B
They may use automated tools to scan for pen parts 's.ervices, and

known_ weaknesses in the target’s systems.

The goal is to determine how best to exblo; dantieod
lnerahilifies. o w29 XD oit the identifie

C. Launching an attack (Gai ing and m&lIItalnmg e nocess)

L

2.

In tllllS Phase, cybercrim.i'x}a:ls actixFéIy initiate their attacks, often by
exploiting the vulnerabilities identified in the previous phases.

Once they gain access, they work to maintain that access for
continued exploitation, data theft, or further attacks.

| PART-7
S“ci_“l Engineering.

—

Que 1.12, I Explain the term “social engineering” in context of cyber

security.
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1. “Social engineering” refers to a set of manipulative techniques that
cybercriminals use to exploit human psychology and deceive individuals
into divulging confidential information.

2. Social engineers exploit a person’s natural tendency to trust their word
rather than exploiting vulnerabilities in computer security.

3. Itisgenerally agreed that individuals represent the weak link in security,
enabling the feasibility of social engineering.

4. Typically, a social engineer employs telecommunications or the internet
to convince individuals to violate an organization's security practices or
policies.

5. Social engineering revolves around establishing inappropriate trust
relationships with insiders to gain access to sensitive information.

6. The objective of a social engineer is to deceive individuals into disclosing
valuable information or granting access to it.

7. Social engineers study human behavior to leverage people’s willingness
to assist, their inclination to trust others, and their fear of facing
consequences.

8.

The hallmark of highly successful social engineers is their ability to
obtain information without raising any suspicions.

Que 1.13. I Give classific-afion of social engiqeering'.{". :
Answer i T

Social engineering is classified as follow : F

A Human-based sqcial engineering: Human-based social engineering

refers to person-to-person interaction to get the required/desired

infermation. ;Fdllowing aie‘some of the Ways of getting desired
information :

1. Impersonating an employ‘é'é-of_-valid user : A social engineer
may pretend to be an employee or a legitimate user of a system,
gaining trust and access to sensitive information.

2. Posing as an important user : The attacker might impersonate
a high-ranking official or supervisor to pressure others into
complying with their requests.

3. Using a third person : A social engineer may enlist the help of a
third person, convincing them to vouch for their credibility or act as
a reference to gain trust.

4. Calling technical support : Pretending to be a user with technical
issues, the attacker contacts technical support to gather information
or gain unauthorized access.

o T TR T ET T O R T VN e |
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5. Shoulder surfing :
keypad from a close distance

credentials.

6. Dumpster diving : Physical
documents, such as company
information.

B. Computer-based social engineering : Computer-b.ased socia]
engineering refers to an attempt made to get the reqqlred]desired
information by using computer software/internet. Following are some
of the ways of getting desired information :

1. Fake e-mails : Sending deceptive e-mails that appear to be from 4
trusted source, often urging recipients to click on links or provide
personal information. 4

2. E-mail attachments : Enclosing malicious attachments in e-mailg,
which, when opened, can infect the recipient’s computer with
malware. 4 : 4

3. Pop-up windows : Generating fake pop-up windows on websites
that mimic legitimate login sereens or system alerts, tricking users

ly searching through discarde
trash bins, to find confidentiy)

into entering conﬁdential_da;a_'i'_=--

e 1'14' Whaﬁdo you understand by cyber Si:"’llk1 ._ ng 2 Also give
its key characteristics. N3 ¥

line platforms to harass, intimidate, or threaten an individual or group
of individuals repeatedly and persistently

2. Itinvolves unwanted and often obs_@ssiv;g attention, monitoring, or pursuit
of a person through electronic means,

3. Cyl')e.r .stall'{ers may employ various online methods to carry out their
activities, including e-mail, social media, instant messaging, or other
forms of online communication.

4, C'yber stalki'ng can have severe consequences, leading to emotional
distress, anxiety, depression, and, in some cases, physical harm.

5.  Itisconsidered a criminal offense in many jurisdictions, and laws have
been enacted to address and punish cyber stalkers.

6. Victims of cyber stalking are encouraged to report incidents to lavw

enfor?ement agencies and take steps to protect their online privacy and
security.
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Key characteristies : Key characteristics of cyber stalking include :

1.

2.

6.

Repetitive behavior : Cyber stalkers engage in repeated and often
intrusive actions against their target, causing distress and fear.

Unwanted contact : They make unsolicited contact with their victims,
such as sending threatening e-mails, messages, or posting harmful
content about them online.

Anonymity : Cyber stalkers may hide their true identity or use fake

profiles to carry out their activities, making it challenging for vietims to
identify them.

Monitoring : They may monitor their victims' online activities, personal

information, or location, often with the intent of gathering information
to further harass or threaten them.

Threats and harassment : Cyber stalkers may send explicit threats,

engage in hate speech, or engage in character assassination with the
aim of causing emotional or psychological harm.

Manipulation : They may use psychological manipulation tactics to
control or manipulate their victims, creating a sense of power and control.

Que 1.15, l Mention the types of eyber stalkers.

Answer I

There are primarily two types of cyber stalkers : P,
A. Online stalkers : Online stalkers are individuals who engage in

cyberstalking primarily through digital means and within the virtual
realm. They use the internet and various onliné platforms to harass,
intimidate, or threaten their victims. Following are some key
characteristics and behaviors associated with online stalkers :
1. Digital communication : Online stalkers use electronic
~ communication channels to carry out their activities. This may
include sending threatening emails, text messages, or making
harmful comments on social media platforms,

2. Anonymity : Many online stalkers take advantage of the relative
anonymity provided by the internet. They may use pseudonyms or

fake profiles to conceal their true identities, making it difficult for
victims to identify them.

3. Monitoring : Online stalkers often closely monitor their victims'
online activities. They may track social media posts, comments, and

interactions, as well as gather personal information from public
profiles,

4. Harassment : These individuals engage in repetitive and unwanted
contact with their victims. They may post defamatory content, share
private information, or engage in hate speech directed at their
targets.
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i.  Digital inclusion : Cybercafes have played a crucial role in bridging
the digital divide, allowing individuals, especially those without
personal internet access, to connect online, search for information,
and complete various tasks.

ii. Youth and education : Many students rely on cybercafes for
research, online exams, and educational resources. They have

become essential for students who lack personal computers or
internet connectivity at home.

iii. Business and communication : People use cybercafes for online
job applications, communication, and even running small
businesses, making them vital for economic activities.

Association of cybercafes with cyber crimes in India :

1. Terrorist communication : Cybercafes have been linked to
instances of terrorist communication and recruitment, prompting
concerns about national security. Uy

2. Cyberfraud : Cybercrimes such. as phiélli_ng; identity theft, and
online financial fraud have.qggurred_ltbi'cugh cybercafes, often

targeting unsuspecting users. __

3. Obscene content : Cybercaf Shave been used to access and

distribute obscene or illegal co tent, leading to harassment and
distress for victims. © .

j:)ome cybercafes havq___ggikpbéviﬁgly
become hubs for malware distribution due to the use of pirated

software and lack of proper security measures. .
5. Lackof IT governance : Many cybercafes in'India lack awareness
< about IT security and governance. They often use outdated software,
fail to block inappropriate websites, _:and':j;:_g}.'_i_y not cooperate with
authorities during cyber crime invqg,tig’atioiis; 4

Que 1.17. I Whatls Indian government r’ésponse to combat

cybercrimes u?ing cybercafeszﬁ ?

Answ.er l 4 - ._:‘_,

1. Indian authorities have taken steps. to regulate cybercafes and combat
cybercrimes.

2. They have issued guidelines for cybercafes, emphasizing the need for
proper record-keeping, user identification, and IT security measures,

3. The government has established cybercrime cells and cyber forensic
laboratories to investigate and prosecute cybercrimes effectively.

4. Thereis an ongoing effort to raise awareness about cybersecurity among
cybercafe owners and the general public to mitigate cyber threats.
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Que 1.18, ’ What are the measure an individu
bercafe 7

using the computer in a cy

Answer I | - |
Following are a few tips for safety and security while using the Compute,
in a cybercafe :

Ensure that you log out of all your accounts g5

1. Always logout :
applications before leaving the computer.

9. Stay with the computer : While using a cybercafe computer, avgig
leaving it unattended, even for a short time. Others may tamper wit,
your session or gain unauthorized access to your accounts if you're not

1al should take whi],

present.
les : After your session, clear yoy,

3. Clear history and temporary fi :
browsing history, cookies, and temporary files. 'I_‘hls helps protect you,
privacy by removing traces of your online activities from the computer.

Be alert : Be aware of your surroundings and the people near you.
5. Avoid online financial transactions : It’s generally advisable tg

avoid conducting sensitive financial transactions on public computers,
Public computers may not have adequate security measures, and your

financial information could be at risk.

Change passwords : If you've used a cybercafe computer to access
sensitive accounts, consider changing your passwords afterward.

Use virtual keyboard : If you need to enter sensitive information like

passwords, _ong_s_ider using the virtual keyboard prdﬁ%ided by the operating

systemii_ b
8. Security warnings : Pay attention to

_ security warnings from your
browser or operating system. ':_ .

PART-10|
Botnets : The 'Fué'_l 'fori‘Cybércrimé.

Que 1.19. | Write a short note on: Botnets.

OR
What are Botnets ? Why are they considered “The Fuel for

Cybercrime” ?

Answer

Botnets :
1. Botnets are networks of compromised computers (bots) that are remotel
pot

controlled by a cybercriminal or a group of cybercriminals known 83 é
herders” or “botmasters.”

SR
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2. These compromised computers are typically infected with malicious
software or malware, allowing the attacker to gain control over them.

3. Once under the attacker’s command, these infected computers can be
used for various malicious activities, making botnets a significant threat.

Fuel for Cybercrime : Here's why botnets are considered “The Fuel
for Cybercrime”:

1. Massive computing power : Botnets consist of a large number of
comp_romised computers, sometimes numbering in the thousands. This
massive computing power can be harnessed by cybercriminals.

2. Anony!njty : Bot herders can operate botnets remotely. This anonymity
makes it challenging for law enforcement agencies to track down the

perpetrators. _

3. Distributed attacks : Botnets enable cybercfiminals to launch
distributed attacks. -

4. Spreading malware : Botnets can be used to propagate and distribute
T T e N

5. Data theft and espionage : Bot ets. car_t be used to steal sensitive
information. Compromised computers can be used to exfiltrate data, spy
on users, or log keystrokes

6. Ad fraud : Botnets are used
bots click on online ad__:’__ 0 gent

k fraud schemes, where automated

7. Cryptocurrency minin -Cybercrlmmals can use betnets to mine
cryptocurrencies by hamessmg the cemputatmnal power of the infected
computers .

Que 14‘20. What _,:_asures should an mdlvulual take to secure his

system from botnets

Answer l &£ o
Followmg measures should be taken to secure the system from botnets :
1. Use antivirus and anti- spyware software and keep it up-to-date.
9 Set the OS to download and install security patches automatically.

3 Use a firewall to protect the system from hacking attacks while it is
connected on the Internet.
Disconnect from the Internet when you are away from your computer.

5. Downloading the freeware only from websites that are known and
trustworthy.

6. Check regularly the folders in the mail box - “sent items” or “outgoing”
- for those messages you did not send.

7. Take an immediate action if your system is infected.
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PART=11
Attack Vector,

What do you mean by “attack vector” ? How are attac)

Que 1.21.
vectors launched 7

Answer l
An attack vector is a path or a means by which a cyber attack cap, be

i
carried out against a computer system, network, or organization,

2. It represents the specific method or avenue that a malicious actgy or
hacker can use to exploit vulnerabilities and compromlse the security of

a target.
Attack vectors can vary widely and may include various techmc{ueS

3.

tactics, or strategies employed by attackers to achieve their Ob]ectlves
Understanding attack vectors is crucial for cybersecunty professionals
and organizations to antici pate and prevent potential threats.

5. Effective cybersecurity measures often involve addressing known attack
vectors, applying patches and updates implementing secunt.y controls

and educating users.
Launching attack vectorsm The attack vectors are launched by followmg

means : A5 :
1. Attackby e-mall Gyhercrlmma]s send deceptive emmls that appear

Ofte n with enticing subject lines o lai \ trlck recipients
alicious actions, such as chc hnks or downloading

Iegztlma_"
into taking
attachments
2. Attachments (and other files) : A
attachments, such as infected document
other communication channeis _

Attack by deception : Deception-based attacks involve tricking
iking actions that compromise security.

individuals or organizations into taki:
This can include social engmeermg techniques like impersonation,

pretexting, or baiting.
4. Hackers : Hackers with advanced technical skills can exploit software
vulnerabilities, use brute force methods, or employ other techniques t0
gain unauthorized access to systems.
Attack of the worms : Worms are self-replicating malware that spread
independently across networks or systems. They exploit vulner abilities
to infect computers and propagate to other devices.

ers often send malicious
‘executables, via email or

44_—1
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6. Malicious macros : Malicious macros are scripts embedded within
documents, such as Microsoft Word or Excel files. When enabled, these

macros can execute malicious code, leading to malware infection or data
theft.

7. Viruses : Viruses are malicious software programs that attach
themselves to legitimate files or applications. When the infected file is
executed, the virus replicates and spreads to other files.

©0O
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 PART-1 J
Mobile and Wireless Devices Introduction,

Que 2.1 I Explain the rvising importance of mobile and wireless

devices.

Answer I

1. In the modern era, electronic gadgets, specifically mobile hand-held
devices, have become crucial for businesses, providing internet
connectivity beyond the office environment.

2. The widespread adoption of laptops, personal digital assistants (PDAs),

and mobile phones has evolved from limited user groups to extensive
use.

8. According to GSMA real-time intelligence data, there are now over
11.856 billion mobile connections worldwide in 2023, and a growing
portion of these devices were internet-enabled.

4. Managing these devices outside the office poses complex challenges
that information technology (IT) departments within organizations must
tackle.

5. Remote connections have evolved from fixed location dial-in to wireless-
on-the-move, and PDAs have become networked, converging with mobile
phones.

6. The development of PDAs and advancements in cellular phone
technology has given rise to a new category of mobile devices known as
Smartphones, which integrate moblle and wu'eless technologies for
business purposes. : ;

7. Now-a-days many employees brmg the1r personal Smartphones to the
office, adding to the diversity of mobile users and devices.

8. This expanded user base and device variety place increased demands on
IT departments to ensure device, data, and network security while
maintaining control over corporate assets and supporting mobile user
productivity.

9. These technological advancements introduce a fresh set of security
challenges for global organizations.

PART-2
Prol-iferd.tion of Mobile and Wireless Devices.
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Quo 2.8 I Write n short note oni proliferntion of mobile Ang

wireloss dovices,

Answor
I, Presently, remarkal
devices,

slo ndyancements are occurring in the realm of mohy,

% : . ico size while increge
2. The prevailing trend involves reducing device 8 ICTeasing

processing capabilities.

3. Just a fow years ago, consumers
phone and a basic PDA.,

4. However, today's consumers have a lot of optfo.n.s for compacy
Smartphones with wireless internet browsing capabilities.

5. Simple handheld mobile devices offer sufficient computing power to ryp
small applications, play games and music, and facilitate voice calls,

6. The term “mobile device” encompasses a wide range of products ang
technologies.

7.  Mobile computing can be defined as the practice of taking a computer,
along with all the necessary files and software, into various field-based
environments. T

8. Many types of mobile computers have been introduced since 1990s,
They are as follows ;

i. Portable Computer : Portable computers are essentially laptops
or notebook computers that are designed to be carried around
easily. They typically feature a foldable design with a built-in
keyboard and display. : b

ii. Tablet PC :Tablet PCs are a class of mobile devices that typically

~ consist of a touchscreen interface. They often come with a stylus or
digital pen for input, allowing users to write or draw directly on the
sereen. ; -

iii. Internet Tablet : Internet tablets are compact, portable devices
primarily focused on internet browsing and media consumption.
They typically feature larger, sereens than smartphones but lack
the full functionality of traditional laptops.

iv. Personal Digital Assistant (PDA) : PDAs were designed for
personal organization and included features like calendars, address
books, and note-taking apps. PDAs paved the way for moder?
smartphones by introducing the concept of a pocket-sized persond
organizer,

v. Ultramobile PC (UMPC) : UMPCs are a class of small, lightweig™

computers designed for portability and versatility. They often ha"¢

a compact form factor, with screens ranging from 5 to 7 inché*

UMPCB are suitable for light computing tasks and are known? for
their mobility,

had to decide between a wirelegs
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vi. Smartphone : Smartphones are handheld devices that combine
the functions of a mobile phone with those of a computer. They
typically feature touchsereens, powerful processors, and access to

a wide range of mobile apps.

Que 2.3. |Give distinction among the key terms: mobile computing,
wireless computing and hand-held devices.

yeosogy

S. No. Term Description Key Characteristics

L Mobile Using computers or devices | Mobile settings,
Computing |on the go, often involving | Wireless connectivity
wireless connectivity for
remote access.

2. Wireless |Utilizing wireless | Wireless data
Computing |communication for data |transmission - Mobile
transmission across various | and non-mobile
computing contexts. scenarios

3. Hand-Held |Compact, portable devices | One-handed operation|
Devices |designed for one-handed |- Task-specific design
operation, serving specific
functions.

PART-3
Trends in Mobility.

Present trends in mobility :
l 1. Mobile computing is entering a new phase offering enhanced usability,
faster networking, and a wider range of applications.

2. Prominent examples of this trend include Apple's “iPhone” and the
Google-driven “Android” phones, with numerous other advancements
reinforcing this direction.

3. The growing popularity of this intelligent mobile technology has also
attracted the attention of attackers, including hackers and crackers.

4. Itisessential to pay attention to the evolving trends in mobile computing
to appreciate the significance of cybersecurity concerns within this
domain.

Al B e
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Mobility types and its implications :

1. User mobility @ User mobilily rofor
¥ ¥ (1 | )

move phvsicnlly while manmmr.lg ne
gervices. It involves users accessing ne

ons or devices.

ability of individuals
etivity and accesg
ces from differen

g to the
twork conné
twork resour

locati

Implications :
uals to work or access serviceg

ndivid we
crease flexibility and productivity.
thenticat

ly from aut

Flexibility User mobilitg{ allows 1
from various Jocations, which can 11

Challenges: Managing se

ion becomes crucial tg

curity and au ; :
horized locations or

ii.
ensure that users are g'ranted access on
devices.

iii. Data synchronization . Ensuring that users have access' to the same
data and services regardless of their location 0T device requires efficient
Jata synchronization methods. : LN

9. Device mobility: Device mobility refers to the _a_bl'lity of devices (e.g.,
smartphones, 1aptops; tablets) to mqve:b'_etween d1ffere:nf: access points

aintaining unjintermpted connectivity.

or networks while m
Implications : o
lity ensures that users experience

i Seamless connectivity: Device mobi
k connectivity, even when moving between Wi-Fi

continuous network V1t)
networks, cellular networks, I"r!:‘Other access points.
S ient handoff mechanisms

ii. Handoff mechanisms: Implementing efficie
reas n different access points.

| e ooth transition betwee
ii. Quality of Service (QoS) : Maintaining QoS is a challenge, as devices
ween networks with varying bandw1dth and reliability.

may switch bet
3. Sg_ssion. mohilit_y : Session mobility refers"to?:}ie capability to transfer
an ongoing network session from one device or network to another

without interruption.

Implicatibns :
Seamless handover : Users can switch devices or networks without

1
losing their active ses 10 s ch el : e
e sions, which ig éssential for applications like video
Protocol support : Implementing protocols like Mobile IP or SIP

(Session Initiation Protocol) is necessary to support session o ability.

ii. Resource man
agement : .
or server connectiogns dmugr;glg;;?gu;lg Tgsources, such as IP address®
. & 1011 Nanaov | . s N
the user experience. ersis crucial for maintaininis

4- Serv'ice mObili y : i ili
. ", ; ! volves the abl lty to ac
same services or apphcatmns from diﬁ'erent devices 011 locatiolls

the

4
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Implications :

Cross-platform compatibility : Services must be designed to work
seamlessly across various devices and platforms to accommodate service
mobility.

Data accessibility : Ensuring that users have access to their data and
services regardless of the device they use is a key consideration.

iii. Cloud-based solutions : Many services leverage cloud computing to
provide consistent access and functionality across different devices and

locations.

Que 2.5. Describe the popular types of attacks against 3G mobile

networks.

Answer N
Popular types of attacks against 3G mobile networks are as follows :

1. Malwares, viruses and worms : Malware, viruses, and worms are
malicious software programs that can infect mobile devices within a 3G
network. They are typically designed to compromise device security,
steal sensitive data, or disrupt network operations.

9. Denial-of-Service (DoS) : Denial-of-Service attacks aim to overwhelm
3G network resources, rendermg them unavallable to legltzmate users.
disrupt services.. : &

3. Overbilling attack 0verb11hng attacks 1ﬁvo]ve mampulatmg 3G
network protocols or ‘exploiting vulnerabilities to generate fraudulent
’mllmg for data or services, leading to ﬁnanc:t_al losses for users.

4. Spoofed Policy Development Process (PI)P) n a spoofed PDP
attack, malicious entities impersonate: a legitimate device to establish a

policy context in a 3G network This allows unauthorized access to
network resources. ;

5. Signaling-level attack E'Signaiing -level attacks target the
communication protocols used in 3G networks to establish and manage
connections. Attackers manipulate these protocols to disrupt services or

intercept communication.

Credit Card Frauds m Mobsle and Wzreless Computmg Era.

Que 2.6. | What do you mean by credit card frauds in context of

mobile and wireless computing ?
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Answer |

1. Inthe context of mobile and wireloss computing, credit card fraug ref,
W § . e " v 0
to fraudulent nctivities that involve the unauthorized use of Credit ,

information in mobile or wireless transactions.

2. These frauds exploit vulnerabilities or weaknesses m_the mobhi],
wireless technologies and systems used for processing credi,

N

Ty
“f’r|

f
; I
transactions,

3. Mobile and wireless computing have introduced new convenienceg &
capabilities for consumers, but they have also created new Opport”mliei
for credit card fraud. '

4. Asa result, mobile and wireless security measures, such as encrypt;,

secure authentication methods, and fraud detection algorithm,g ey

essential to protect both consumers and businesses from these types of
fraudulent activities.

Additionally, individuals should remain vigilant about the security or

their mobile devices and credit card information when engaging in mobil,

and wireless transactions.

Que 2.7. I Discuss credit card frauds in mobile and Wwirelesg

computing era. Give some tips to prevent credit card frauds,

Answer l

Credit card frauds in mobile and wireless co;hputixjg era:

1. Emerging trends in eybercrime related to mobile computing include
mobile commerce (M-Commerce) and mobile banking (M-Banking).

2. The prevalence of credit card fraud is on the fise___due_:to the increasing
power and decreasing prices of mobile hand-held devices, making these

o

gadgets readily available to almost anyone.
3. Mobile eredit card transactions have-bec'b;ﬁle éommonplace, with new
technologies merging affordable mobile phone capabilities and point-of-
sale (POS) terminal functionalities. iy
4. The contemporary era is characterized by “mobile computing,”
emphasizing the ability to compute anywhere and anytime.

5.  Credit card companies typically assist consumers in resolving identity
(ID) theft issues after they occur, but they could further reduce 1D
fraud by providing consumers with enhanced tools to monitor their
accounts and restrict high-risk transactions,

Tips to prevent credit card frauds :

A. Do’s:
1. Sign your card as soon as you receive it.
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2.  Make [Thnlumpiou of both sides of your card and store them securely
to retain the card number and expiration date in case of card loss.

3. Change the default Personal Identification Number (PIN) received
from the bank before initiating any transactions.

4 Ma.inmin vigilance over your card during transactions and ensure
its immediate return.

5. Safeguard all receipts for later comparison with your credit card
statement.

6. Vernify the authenticity of a website before providing your card
details. '

7. Notify your bank promptly in the event of card loss and report it to
the police if necessary.

B. Don'ts:

1. Avoid storing your card number and PINs in your cellphone.

2. Refrain from lending your cards to anyone.

3. Never leave cards or transaction receipts lying unattended.

4. Do not sign a blank receipt; if the transaction details are unclear,
request another receipt to verify the amount.

5. Avoid writing your card number or PIN on a postcard or the outside
of an envelope.

6. Do not disclose your account number over the phone immediately.
unless you are calling a trusted company or your bank.

7. Do not dispose of credit card receipts by simply discarding them into

a garbage box or dustbin.

Que 2.8. | What are different types and techniques of credit card
frauds ?

Answer |

Following are different types and techniques of credit card frauds:
1. Traditional Techniques :

i

ID theft : Identity theft involves fraudsters stealing personal
information, such as a person’s name, address, and credit card
details, to impersonate the victim and make unauthorized
transactions.

Financial fraud : Financial fraud includes a range of fraudulent
activities where criminals use stolen credit card information to
make unauthorized purchases, cash advances, or transfers of funds.
It can involve card-present or card-not-present transactions.
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fraud involves fraudsters creat;,
y 4

’l‘rimmnlntinn:’Triﬂrll-l“l"t - larwiir
transactions. They use a stolen cred;,

a i

ne online store, have those g4

sell them through a thig

2 Modern Techniques :
i ion
x network of online

goods from 0

a comple
and then re

card to purchase
shipped to another address,

party marketplace.
rs : Credit card generators are softwar,

Credit card generato .
programs or tools that create fake credit card numbers that m,

" . A
pass initial validation checks. Criminals use these fake numbers ¢,

attempt unauthorized transactions.

PART-5
Security Challenges Posed by Mobile Devices.

Que 2.9. ' What are the security challenges posed by mobile devices
to cybersecurity ?

Mobility brings two main challenges to CS}bersecurity :

i t(1)11:1 the h_and-held devices, information is being taken outside
t,he f;)cltiysncally .contmlled environment : This challenge refers to
an?j ; tt;(l;xat moblle and hand-held devices, such as smartphones, tablets
l:,h“miaj:r 1:;, are Lzslerzntly portable. Users carry them outside thé
9r]:wmca]]‘ye 8 mﬂgs- and secure enwronme.l_‘l:t?-typlcally.found in office
Remote access back to the B oo

. pest protected environment is bein

f:mted This f;ﬁenge relates to the need to provide remote access 0
Usel Mrs ne tth:sw' e c;’:ﬁl;‘ Ot&Cttfndenwronments from mobile devices.
present in the controlled netﬁﬁfi .e.nvi";'fonl;z(:;:;meg S

. 1 7 ..‘ -_‘ & 4
Que 2.10. | What are the technical challenges associated with

mobile security ?

pen]

swer
Some -known i
; "eu.‘i ltlechmca] challenges in mobile security are :
. :ﬁ“e; reelreog[i'tgﬁsettil.lg' and configcurations : hlubilt‘
M‘d'“m' uztt on configuration settings stored in the regis"
to or tampering withu:-g' securely is a challenge, as unauthorized access
gistry entries can compromise device gecurity:
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2. Managing the authentication service security : Ensuring secure
authentication services on mobile devices is crucial. Authentication
mechanisms, such as biometrics, PINs, and passwords, must be protected
to prevent unauthorized access to the device and associated services.

3 Cn'ptqg‘rapl.ly security : Cryptography is essential for securing data
on mobile devices, particularly during data transmission and storage.

4. Lightweight Directory Access Protocol (LDAP) security : LDAP
is often used for directory services in mobile applications. Ensuring the
security of LDAP directories is vital to protect user identities and access
control.

5. Remote Access Server (RAS) security : RAS systems enable remote

access to corporate networks. Securing RAS is crueial to prevent
unauthorized access, data breaches, and attacks.

6. Media player control security : Mobile devices often include media
players that can access streaming content or local media files. Securing

media player controls is essential to prevent vulnerabilities that could be
exploited for malicious purposes. . - .

7. Networking application program interface (API) security : Mobile
applications rely on networking APIs to communicate with servers and
services. Securing thesa_{\_é_APIs‘;is_ essential to prevent data leaks,
unauthorized access, and API abuse. '

PART-6 | S
 Registry Settmgsf ‘37' M Oblle .;D:évri_ces_. |

Seel l Write a short DOLE oz regigﬁ;y-éét_,tin'gs for Windows
mobile-powered devices. : vy 7

Answer I |

Registry settings on mobile devices can be understood through following
example : : ;

1. Microsoft ActiveSync is designed for syncing with Windows-powered
personal computers (PCs) and Microsoft Outlook.

2. ActiveSync serves as the intermediary between Windows-powered PCs
and Windows mobile-powered devices, facilitating the transfer of
applications like Outlook data, Microsoft Office documents, photos, music,
videos, and apps from a user’s desktop to their device.

3. Inaddition to PC synchronization, ActiveSync can directly sync with the
Microsoft Exchange server, allowing users to wirelessly update their
emails, calendars, notes, and contacts when they are away from their

PCs.
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4.

Given the ease with which various applications al_low the free fl,,

information, registry settings become c.:ru.clat‘l in this (Eontext for
establishing trusted groups, especifilly "_Vlthm group policy,” 4 Corg
function performed by Windows Active Directory.

Mobile device security also involves dealing with new mobile applica;,,,
that continuously emerge to combat threats like Spyware, viruses, wor }
malware, and other malicious codes traversing networks and tp,
internet.

In Windows platforms, onc issue with mobile security is that the baselin
security settings may not be configured correctly when a computer o,
mobile device is first used or installed.

Achieving a high level of security on a Windows computer often Trequireg
making additional registry changes that are not exposed through any
user interface. y. . %

While there are various methods to implement these registry changes
on each computer, some approaches are more efficient than others for
achieving the desired baseline security, e

PART-7 [ & &
Authentication Sermce Sec u?'ity._

Que 2,12, I What do you understand by authenticﬁtidn services

security 7 Discuss the typés of attacks t
subjected to.

o which mobile devices are

Answer l

Authentication services security ;

1.

4

Authenticati

_ Ofl Services security referg to the measures and practices
put in place to ensure that yg

Er USers and deviceg attempting to access @
network, application, or service are legitimate and authorized.

access and protect sensitive informatiop
10D services security jg crucial for safeguarding sensiti¢

t
c.ting networks, and €nsuring that only authorized users a®
trusted devices can access résources and seryiceg

Authentica
data, prote

Types of attacks : Mobile devices are subject to following types of attacks’
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1. Push attacks: Push attacks are malicious actions initiated by external
entities or applications to exploit vulnerabilities in a mobile device. These
attacks often involve the unauthorized installation of malware, malicious
apps, or files onto the device without the user's consent or knowledge,

2. Pull attacks : Pull attacks involve the mobile device actively seeking
and downloading malicious content or software from untrusted sources,
often without the user's awareness. These attacks occur when a user
unknowingly initiates actions that lead to the compromise of their device.

8 Crash attacks : Crash attacks aim to destabilize a mobile device by
exploiting software vulnerabilities. Attackers deliberately send
malformed or malicious data to the device, causing applications, services,
or even the entire operating system to crash.

Que 2.13. | Discuss cryptographic security for mobile devices.

Answer |

1. Tosecure a mobile device we use a technique known as cryptographically
generated addresses (CGA).

2. CGA generates addresses with up to 64 bits by hashing the owner’s
public-key address.

3. The owner employs the corresponding private key to assert address
ownership and sign messages sent from the address, all without the
need for a publie-key infrastructure (PKI) or other security
infrastructure.

4. Implementing a PKI offers numerous advantages for users seeking to
secure their financial transactions originating from mobile devices.

5. CGA-based authentication can serve as a protective measure for IP-
layer signaling protocols, including neighbor discovery and mobility

‘protocols.

6. Additionally;it can be utilized for key exchange within opportunistic

Internet Protocol Security (IPSec).

7. Sma.rtphanes stand out as one of the most prevalent hand-held devices

in mobile computing.

8. These devices are equipped with c;yptographic security controls to bolster
their security.

Que 2.14.

— e e r b )

— —— ——————————

Explain RAS Security for Mobile Devices :

Sa}eg’uardmg business-sensitive data stored on employees’ mobile devices
underscores the importance of Remote Access Servers (RAS).

L

2. From a cyber security perspective, mobile devices are highly susceptible.

3. Mobile devices not only have their vulnerabilities to unauthorized access
but also serve as potential entry points to connected systems.
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4. By using a mobile device to impersonate a registered user, 5 Poten:
attacker gains the ability to steal data or compromise corporate Sys:etlal
in various ways. Ty

5. Another security concern arises from the practice of conducting Port
scans,

6. Protection against port scanning necessitates software capah]e of
intercepting unauthorized incoming data packets and preventing a mobile
device from disclosing its presence and identity.

7. When connecting through a direct Internet or RAS connection, a persong)

firewall on a Smartphone device can serve as an effective protective
barrier against this type of attack for users.

PART-8
Attacks on Mobile/Cell Phones.

Que 2.15. | Describe the various types of attacks against mobile/
cell phones.

Answer

Following the various types of attacks against mobile/cell phones :

1. Mobile phone theft : Mobile phone theft occurs when a mobile device
is physically stolen by a perpetrator. The theft can happen through
snatching, pickpocketing, or burglary. The thief gains unauthorized
aceess to the victim’s personal data, contacts, messages, photos, and
potentially sensitive information. Stolen phones are often resold or used
for fraudulent activities.

2. Mobile viruses : Mobile viruses are malicious software programs
specifically designed to infect and disrupt the operation of mobile devices.
These viruses can spread through infected apps, downloads, or malicious
links. Mobile viruses can compromise device security, steal personal
information, send unauthorized messages, or render the device unusable.

3. Mishing : Mishing (Mobile Phishing) is a cyber attack where attackers
use text messages (SMS) to trick users into divulging sensitive
information, such as login credentials, account numbers, or personal
details. Mishing attacks can lead to identity theft, unauthorized access
to accounts, and financial fraud.

4. Vishing: Vishing (Voice Phishing) involves attackers using phone calls
to impersonate legitimate entities, such as banks or governmgnt
agencies, to manipulate victims into revealing conﬁdentie.d information
or performing certain actions. Victims of vishing can experience financial
losses, identity theft, or unauthorized access to their accounts.

L
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Smishing : Smishing (SMS Phishing) is a form of phishing where

b attackers gend deceptive SMS messages containing malicious links or

rompts to trick users into revealing personal information or installing

malware. Smishing can lead to malware infections, identity theft, or
unauthorized access to sensitive accounts.

Hacking Bluetooth : Hacking Bluetooth involves unauthorized access

- to a device’s Bluetooth connection. Attackers can exploit vulnerabilities
togain control of the device, eavesdrop on communications, or transmit
malicious content. Bluetooth hacking can lead to data breaches,
unauthorized access to paired devices, or the distribution of malware.

PART-9
Mobile Devices : Security Implications for organizations.

—

Que 2.16. IWhat are the various’ security implications for
organizations related to mobile devices ?

Answer
Following are various security implications for organizations related to mobile
devices : p R o
. A Managing diversity and proliferation of hand-held devices :
l 1. Formost gygqpimtiom', cyber security remains a pnmary concern.
f 2. Many Jorganizations overlook the long-term importance of
| + maintaining records of mobile device ownership.
} 3. Regardless of whether employees. receive devices from the
| organization, their mobile devices should be registered in the
}‘ L corpgar%it,egéset register.
4. Furthermore, diligent monitoring of these devices is necessary in
| terms of their usage. ~
‘ 5. Upon an employee’s departure, it is crucial to revoke both logical
1' and physical access to organizational networks.
| 6. Consequently, company-owned mobile devices should be
surrendered to the IT department and, at a minimum, deactivated
and thoroughly cleansed.
B. Unconventional/Stealth storage devices :
1. Secondary storage devices, like USB drives, used by employees
pose a potential cyber security risk.
2. Advancing technology leads to the continual reduction in the size
and diversification of these devices.
3. Modern storage devices are challenging to detect, presenting a
significant security concern for organizations.

B
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Their compact dimensions enable inconspicuous concealment
bags or on one's person. Tthi,

Advisable measures include prohibiting employce usage of 4}

' ' ¥ e LNe
devices, as they can introduce viruses, worms, and Trojang intg ::'
organizational network, potentially causing data loss. .

C. Threats through lost and stolen devices :

1.
2.

This presents a newly emerging cyber security concern.

Mobile handheld devices are frequently misplaced during peop|e,
travels. )

Misplaced mobile devices pose an even greater security threat t,
corporations.

The cyber security threat in this scenario is concerning due to the
generally inadequate security on mobile devices.

The value of the handheld device itself is often insignificant
compared to the critical content it holds; its loss or theft can jeopardize
a company’s professional integrity, subjecting it to sabotage,
exploitation, or damage.

Many of these lost devices have wireless access to corporate
networks and minimal security, making them a vulnerable point
and a significant challenge for security administrators.

PART-10
Organizational Measures for Handling Mobile.

Que 2.17. , Discuss what organizations can do toward safeguarding
their information systems in the mobile computing paradigm.

L

2.

3.

Answer ’

Organizations can do following to safeguard their information systems :

A. Encrypting organizational databases :

Hand-held devices now offer access to critical and sensitive data stored
in databases, thanks to technological advancements.

Protecting the organization’s data from loss necessitates encrypting such
databases.

Typically, two algorithms are employed to implement strong encryption
of database files :

-

L

The Rijndael algorithm

ii. The Multi-Dimensional Space Rotation (MDSR) algorithm
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[n this context, “strong encryption” implies greater resistance to

4. Jecryption attem pts that can impact performance significantly.

5 Employing either AES or MDSR algorithms for database file encryption

renders the database unusable without the key (password).
When jmplementing strong encryption, it’s crucial not to store the key
on mobile devices.

7. Thekey is case-sensitive and must be accurately entered to access the
database.

g, For enhanced security, there’s an option to prompt the user to enter the
encryption key via a dialog box displayed by the database server.

9. To safeguard against information theft through mobile devices
connecting to corporate databases, additional security measures can be
im plemented, including a server-controlled self-destruct policy.

B. Including mobile devices in security strategy :

1 The responsibility for addressing cyber security threats stemming from
improper access to organizational data by mobile—device-using employees
falls squarely on the shoulders of IT departments.

9. Encrypting corporate databases doesn’t mark the conclusion of security
measures. L O

3. However, enterprises that do not want to include mobile devices in their
environments often use security as an excuse. :

4. There exist technologies;capébié of adequately securing mobile devices,
which suffice for the majqr;_i_ty of organizations. :

5. While mobile devices do present distinct cyber security challenges, there
are general steps users can take to tackle them (¥

| 6. Some measurési organizations can adopt mclude '_
Implementing robust asset management, v1rus scanning, loss prevention,
and other controls for mobile systems to prevent unauthorized access

and data corruption. &S OfF 4
ii. Exploring secure access alternativi Tlike mobile VPNs for company
information through firewalls,

iii. Establishing a more frequent and cqiﬁprehensive system of security
audits for mobile devices. w

iv. Integrating security awareness into mobile training and support
programs, emphasizing its significance in the overall IT strategy.

v. Promptly notifying the relevant law enforcement agency and change
passwords.

PART-11
- Organizational Security Policies and
: ; ‘Measures in Mobile Computing Era.

B
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Que 2,18, I Discuss the importance of security policies re)
mobile computing devices.

Answer I

L. The proliferation of mobile devices amplifies the com
security challenge, surpassing common perception.
Individuals, particularly the younger generation, have become g,

accustomed to their handheld devices that they store a plethora of
confidential information on them.

3. They store credit card and bank account details, passwords, confidentia]
emails, and strategic organizational data on mobile devices.

&
——

—

nting t{l

plexity of the ¢yber

4. Contemplate the potential business repercussions if'an employee’s mobile
device were lost or stolen, exposing sensitive customer information,

5. This scenario not only poses a public relations catastrophe but also
raises concerns about legal complianceé,

6. When safeguards cannot be established to protect data in the event of
theft, the most straightforward solution is to prohibit users from storing
proprietary information on insecure platforms.

7. Although enforcing such.a poli\'cy__'may prove challenging, increasing
user awareness can yield reasonable effectiveness, :

8.

An information classification and handling policy should unamﬁiguously
outline which types of data are permissible for storage on mobile devices.

9. In the absence of alternative safeguards, refraining from storing
confidential data onvulnerable platforms effectively mitigates the risk
of theft or loss. . = :

Que 2.19, l Give the operating g‘u_idel.i.u_és;fﬁr‘implementing mobile
device security policies. ' i Y -

Following are the operating guidelines for implementing mobile device
security policies : A

1. Assess whether organizational employees require the use of mobile
computing devices.

2.  Deploy additional security technologies such as robust encryption, device
passcodes, and physical locks.

3. Standardize both the mobile computing devices and the associated
security tools used in conjunction with them.

4. Formulate a dedicated framework for the utilization of mobile computing
devices. :
5. Maintain an inventory to track who is using which types of devices.
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titute patching protocols for software on mobile devices.

5 :j;bbel the devices and register them with an appropriate service,

. EstabliSh procedures for disabling remote access to any mobile device.

A Eradicate data from computing devices that are not in active use.

?0 Offer education and awareness training to personnel utilizing mobile
" devices.

Que 2.20. I What are different ways to create policy for mobile

devices ?

Answer I |

Following are different ways to create policy for mobile devices”

. Creating a distinct mobile computing policy : In this approach,
organizations develop a separate and dedicated policy exclusively focused
on mobile computing devices. This policy is erafted to address the unique
challenges and considerations sociated wﬁ;}'jiihobﬂe devices, such as
smartphones and tablets.

Advantages : It allows for comprehe
issues, tailoring guidelines,
rules to the specific needs at

Challenges : Managing an a
' policy administration, ar

sive coverage of mobile-specific
rity measures, and acceptable usage

Pl

risks posed by mobile devices:",

dditional policy may add complemty to
nd employees might need to familiarize
olicies. L 4

i

>

: In this approach,
| nobile devices are integrated into the organiz tion’s existing policies,
! ‘particularly those related to information security, acceptable use, and

data protection. Mobile devices are treated as extensions of the existing
‘policies. " | 4

ages : This stremn]{;ies policy m anagement by keeping mobile
| devices under the umbrella of existing governance structures, simplifying
policy enforcement, and ensuring consistency.

Challenges : The existing policies may not comprehensively address all
mobile-specific risks, necessitating adaptations and updates. This
approach might require policy revisions to accommodate the unique
characteristics of mobile devices.

Hybrid approach (mobile devices fall under both existing
general policies and a new one) : In this approach, mobile devices
are s‘-}hjecl: to a dual policy framework. They are covered by both the
Organization’s existing general policies (e.g., IT security, data protection)
and a newly created mobile computing policy.

3.

e
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5. Grab the data:
PART-1

Intruduction.

i  Having successfully “captured the network.” th, :
their position to pilfer confidential data. R

g. Covering tracks :

Que 3.1. I Describe the basic stages of attack through which

i  The final phase of any cyber attack entails actions taken by the
attacker can compromise a network.

attacker to prolong unauthorized system use while avoiding

3-2W(CC-Sem-3 &4) Tools and Methods used in Cybercy; \
e
\ detection.

:

The attacker may remain concealed for extended periods.

il Th.roug.hout this entire process, the attacker is meticulous in
concealing their identity, starting from the initial stage

s |

Following are the basic stages of attack through which attacker can

|
compromise a network : |
1. Initial uncovering : This stage encompasses two key steps : lL PART-2Z
i In the first step, known as reconnaissance, the attacker collects |
|

information about the target from internet sources.

ii. In the second step, the attacker identifies the company’s internal E
network details, including internet domain, machine names, and | e 3.2. ! Briefly explain proxy servers.
IP address ranges, for potential data theft. Q_u v x}‘ ]

2 Network probe (investigation) : \ Answer |

i  During the network investigation phase, the attacker conducts a } :
“ping sweep” to scan the organization’s IP addresses.

i Subsequently, 2 “port scanning” tool is utilized to pinpeint the
services running on the target system. /

Proxy Servers and Anonymizers.

1. A proxy server, situated within a network, serves as an intermediary
for connecting with other cemputers on that same network.

9. Toinitiate contact with atarget system, the attacker initially connects to

|
/ e t a Proxy Server, establishing a connection through an existing link with
#_ _Athis juncture, the attacker has not engaged in any activity deemed I. the proxy:-" 5 ol
Vg “abnermal or dlassifiable as intrusion. £ g \ 3. 'This capability empowers an attacker to navigate the internet incognito
3 Progressing toward electronic crime (E-crime) : and/or coneeal the attack’s source. A, Oy
L. The attacker now begi to_venturer,i.nto electronic crime territory | 4. When a client seeks specific services (e.g:; a file or webpage) from a

< b]rngjniﬁ:ng potential vulnerabilities on the target system.
i Typieally, the attacker proceeds through various exploit stages to
gain access to the system. y

\ different server, it connects fo the proxy server.
i Once access to a user account’is secured, further attempts are ‘

5. The pruxﬁ server assesses the request, securing the resource by
establishing a connection with the appropriate server and/or soliciting
the required service on behalf of the client.

6. Utilizing a proxy server allows an attacker to obscure their identity,
achieving anonymity on the network.

7. A proxy server serves several purposes, including :

i, Concealing systems behind the scenes, primarily for security
reasons.

made to attain administrator or “root” access.
iv. “Root” access grants the attacker extensive privileges within the
system.
4. Capturing the network :

i In this stage, the attacker endeavors to assume control of the i Accelerating resource access through caching, typically involving
network, swiftly infiltrating internal systems. the storage of web pages from a web server.

L The next step involves erasing any traces of the attack. The attacker | iii. Employing specialized proxy servers to filter out undesired content,
often deploys tools that replace existing files and services with l such as advertisements.

Trojan versions, equipped with backdoor passwords. ‘ iv. Multiplexing [P addresses, enabling multiple computers to connect

to the internet when only one IP address is available.
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Phishing : ’

L “Phishing”is a term dencting a cyber atiack tactic that involves the use
of email programs ts trick internet users into divulging confidential
 iformation

2  Wide reviewing their email s nser comes arross a message allegedly

~ Frumthe bank, warning of potential account closure unless zn immediate
Seapeaseio prors

3 Despite the message raising suspicions due to its content, arriving at the

- concinsion thet it i» ndeed 2 frandulent email can be challenging.
Apart frem the theft of personal and financial data, they also pose the
risk of infecting systems with viruses and are employed as 2 method for

Cyber Security

e e

g These deceptive messages are meticulously crafted to appear i
and aim to get users into divulging their personal infnmip;on'genmne

How phishing works ? Phishers work in the following ways :

1 Planning: Phishing attacks begin with meticulous planning, Phish
select their targets, which can be individuals, businesses, or i
They research their targets, often gathering information from publicly
available sources and online platforms to personalize their attacks.

2 smplntb;sstage.phmh ers establish the infrastructure required for
their phishing campaign. This typically involves creating a fake website,
email account, or other communication channels that mimic legitimate
entities or organizations.

3 Attack : Once the setup is complete, phishers initiate the attack. This
usually involves sending deceptive emails or text messages. These
messages often contain urgent or alarming content, such as fake security
alerts, account suspension notices, or offers that seem too good to be
true, enticing recipients to take action.

4 Collection : As recipients fall for the deception and respond to the
phishing messages, phishers collect sensitive information. This can
include login credentials, personal identification details, financial
information, or credit card numbers. ¥

5 Identity theft and frand : With the collecied information, phishers
proceed to carry outidentity theft and fraudulent activities. They may
gain unauthorized access to online accounts, make pnauthorized
transactions, or even impersonate victims for further phishing attacks.

-6 W (CC-Sem-3 & 4)
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- Password Cracking.
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sle . Whaidoyoumeaﬁ];;passvotdmnking?mwthe
purpose of password cracking?

Pﬂwudmcﬁng:?aswwdarhngisamafmveﬁngpasswmﬂs
from data that have been stored in oruansnﬁuedbyammpumrsym:_n.
Pmdpanwadm-ading:ﬂmpurpweofpaswmﬂmhngusas
follows ;

L To recaver a forgotten password : -
i &ndthepimmymﬂlegiﬁmatepurpusuofpamnrduachngw
tamafa:goﬂmorlostpaswnri
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B. Offline attacks:

1 Typically, offline attacks are conducted from a location se: t
from where the passwords are stored or utilized, such asa dl.&P:!r‘:m‘:
computer system or while connected to the networlk.

9. Offline attacks typically necessitate physical access to the computer,
involving the extraction of the password file from the system onto
removable media.

C. Non-electronic attacks (e.g., social engincering, shoulder
surfing and dumpster diving) : Refer Q. 1.13, Pnge 1-13W, Unit-1.

@ujl.'l.h Give the password guidelines to be praetimd.by netizens
to avoid being the victim of cyber attack '

. z; ¥

Fouuwmg password guidelines should be pracbcedbynét.uens to avoid being

the victim of cyber attack : S S

1. Itisadvisable to maintain separatepasswords forbusmess email accounts,
personal email accounts, and banking/financial user accounts.

2. Passwords should cons:.at‘ of a minimum of eight a]pha.numenc
characters, avoiding common names or phrases. f" .

. Itis recommended to changa passwords every 30 to 45 days. g j
4. Passwords ahnuld not be shared with family n.\gn'.\beniJ ogﬁEA’an‘ﬂs'

b. When rene% %assword refrain from using .uny prgg;oualy used
S * &,

't't-_" peron?l’emaﬂ’ and banking/financial accounts, change passwords
within a few'dny.a if these accounts haqu%eigﬁg&ased from public
et facilities like cyherca.tes,.hotels, orlib

oring passwords on ulbbile phppe(orBDAs as these devices are
susceptfble to cyber attacks. ¥
8. If email or user accounts are compromised, it is essential to promptly

contact the relevant agencies or i tions.

What do you mean by keylogging (keystroke logging) 7

Discuss keylogger and give its classification.
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- Keylogging involves the practice of recording keystry
:’*’ typically done discreetly so thltﬂukeybouduaermm:::
unaware of the monitoring.
+ A keylogger provides a faster nnd more straightfory,
ldl—h‘ capturing passwords and observing the digital behavio:r:f

] vichms.
- Classification of keylogger : It can be classified as :
A Software keylogger : s

1 Seftware keyloggers are software programsinstalled on computer
| ﬂ-ﬁﬁwwmﬁfﬂgﬁwmtﬂm&thg

kevboard hardware, recording every
These software keyloggers are
system without the user's kno

e

installed on a computer
a Trojans or viruses,

tools on vulnerable computer
afés, making it easy to

0 ﬁlaswithintheaamedirectow:
J file and an executable (EXE) file. The
for recording keystrokes. "5'; i

- _,
e r
recording each

“ d to the PC and/or the
r in a file or in the dev;

s me!
o ATM machines to

2 of their presence.
ad by antikeylogger ? Give ils

preventing keyloggers, a

keystrokes and sensitive data remain private

Preventing identity theft ;
against identity theft,
Preservation of online security : B
and personal information, antikeyl
online accounts.

Antikeyloggers are a valuable defenge

¥ safeguarding login credentials
oggers help maintain the security of

Protecting business and financial data :

2 . For busi
Tnt;k.eyloggem are a crucial defense against data breaches a:d Iﬁnne::ci:]l
0sses.

Que 3.10. l What do you mean by spyware 7

1

Spyware is a type of malware fhat is installed on computers which
collects information about users without their knowledge.

Spyware can collect sensitive personal information posing asevere threat
to users’ privacy and security.

Spyware operates discreetly in the hackground, making it challenging
for users to detect its presence or activities. -

In the corporate g.:_gv{mument. some individuals may install spyware to
gain unauthorized access to sensitive business information.

uters, such as those in libraries or cybercafes, can be targeted

mt of spyware €] eéentsg‘aéveuj violation of privacy, as
nonitoring indi als without their consent or knowledge.

 Virusand Worms.

S “infect” legitimate software by
ey s s e jrogrem tlz:‘llc;?mutsbed' version of itself.

altering it to incorporate a poten
Viruses autonomously propagate to potentially numer:::nlt)rogmms on
various machines without the users’ knowledge or co ;
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s per virus from 27 system to another closgly
o preads from 00 person to another,

. = rirus S|
lmwl‘ that can result in damage

rnaliciousinsu'uctions
o] malicious code with the ability to disseminate
t concern.
the capacity to spread silently, without Geplastog
hased 0D ewnt-h—ig?red occurrences, time-based
<m to-another when its host
e, when a user sent it over

for instanc
dia such as USB drive.

ovable me

Boot sector viruses : These viruses ty‘p_icall.v infect the master
boot record (MBR)of a computer's hard drive or removable media,
like USB drives. They are a - +nd when the infected system boots
up, making them an early-stage infection.

Program viruses : Program iruses altach themselves to
executable files or applications. When an infected program is run,
the virus code executes, potentially damaging the file and spreading
to other programs.
Multipartite virases :
bath boot sectar and progr

bine characteristics of
an infect both the boot
makes

These viruses com
am viruses. They ¢
_ This dual infection capability

them resilient and more challenging to remove

Stealth viruses : Stealth viruses are
presence from antivirus software and detection methods. They
" chiove stealthiness by actively altering their code and behavior,

making them elusive. These viruses often use rootkit techniques

to hide their activities from the operating system.

PO!ymorpbic virnses : Polymorphic viruses continually change

their code's appearance while maintaining their core fu netionality.

m”hal*‘ﬂhlﬂmg ability allows them to evade signature'based
detection mechanisms used by antivirus software.

Maero viruses : Macro viruses target the macro programming

:‘;-f::sefonnd in applications like Microsoft Word and Excel. They

to documents and spreadsheets, and when the document 1
opened, the macro code executes.

adept at concealing their

| mi‘amputerwgm?
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alware computer program that possesses

er network to distribute copies of itself to other

within the netwerk, often accomplishing this

cyber Security
Answer I
1. A computer worm isa type of m
" the ability to replicate itself.
g It Jeverages 2 comput:
" nodes, 0T computers,

without requiring an
3. This capabili
defenses.

Worms automatically

4 .
taking advantage of security
1n contrast to viruses, worms

prﬂgl‘ Ams.

Worms typically have

alterin

ty stems from secu

pandwidth, whereas viruse
g files on the targeted computer.

y user involvement.

rity weaknesses in the target computer’s

propagate to other computers via networks by
vulnerabilities.
do not need to attach themselves to existing

some impact on the network, such as consuming
s usually cause damage by corrupting or

Que 3.13. I Differentiate between computer virus and worm.

Answer l

Computer Worm

Aspect Computer Virus
Definition A computer program A self-replicating malware
that attaches itself to|program that can spread
other executable files or independently and does
programs and requires | not need a host program.
a host program to
propagate.
| e ¥ —
2. Propagation Requires a host Spreads independently
program or file to attach |through network
to. connections or other
means.
Can spread without user

Typically requires user

3. User
Involvement |action to execute an intervention.
infected program.
e —
4. | Typical Impact|Can cause damage to Often consumes network
bandwidth and can

files, applications, or the
gystem when activated.

overload systems.

Conficker worm,

5. | Examples

CIH virus (Chernobyl
virus), Melissa virus.

ILOVEYOU worm.
e
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Trujan-horses and Backdoors.
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Que S14| What do you mean by Trojan Horse ? Give some typicy
threats of Trojan Horse.

] s
: b i
Trojan Horse i= a program that conceals mathus.ur armful coge
. :mm" harmless software or data, allowing it totake contrg]
and inflict damage.
1 Trojan Horses may be widely redistributed as part ofa computer viryg
3 SknﬂmepymmdAdwm,ﬁqjm can infiltrate a system through,
rn’iousmﬁm,md:s.swebbrgwseﬂnndemnﬂ.

4 It might be necessary to format a USB flash drive or another portahle

device to eliminate an infectign and prevent its transfer to other
machines.

5. Unlike viruses or worms, Trojans don't replicate themselves, but
can be just as destructive, Yy
6. Trojans nnﬁaﬂyappearbem@ and harmless, but once the infected code
mEchIned,__ ectivate and carry gut malicigus actions that harm the
“PULer system Without the user’s awareness,
%%H«m : Common threats assaciated with Trojan

they

ing, or Corruption on g computer,

d-lll!lnmanF' ion of othermalware, such ag viruses.

|
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Que 8.16. What do you understand by Backdoor ? Give its
mcﬁons.

e

1

2

A backdoor provides a means of access;
i;ypassing its security mechanisms,
Occasionally, a programmer may intent
into a program to enable access for troubl
purposes.

However, attackers frequently
as part of a malicious scheme.
In some instances, a worm is s
created by a prior attack.
Operating silently in the
from the user,

Due to its resemblan

Ng a computer Program while

ionally introduce a backdoor
eshooting or pther legitimate

exploit or implant backdoors themselyes
pecifically designed to exploit a backdoor

backngmd, a backdoor remains concealed

ce to a virus; detecting and completely disabling a

backdoor can be exceptionally challenging
A backdoor grants malicious individigals
ctonceivable action on a compromised sys
Functions of backdoor
L

the capability to execute any
tem,

: Following are some functions of backdoor -

It grants an attacker the ability to perform actions s
deleting, renaming, copying, or
‘ommands; adjusting system co
the Windows registry,

It provides an at 1 over'computer hardware devices,
eénabling them tg manipulate associated settings without seeking user
authorization’

uch as creating,
modifying files; executing various
nfigurations; and making changes to

tacker with contro

It covért.ly acquires sensitive personal information, valuable documents,

login credentials, Passwords, identification details, logs user activities,
and monitgrg internet browsing patterns.

It captures keystrokes entered on a computer’s keyboard and takes
Streenshots of the user’s activity.

It transmitg 47 gathered datatoa
ittoga Predefined Frp server,
fonnection tq 5 remote host,
It con

inates files, disrupts installed applications, and inflicts damage
on the entire Operating system.

predetermined email address, uploads
or transfers it through a concealed internet

= =528 | How to protect your systems from Trojan Horses and
backdooyg ?
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s16W —___ ———— [Encodes the message ipg,|

~Jos the message in
3 m :;il]:i: sight within a a secret format,
medium.
—

" e Detecting

=0 5 e
hidden|Decrypting without the
information can be

key is tough.

tricky. —
. .|
= | i and | Focuses on security
| Focuses on privacy ! ang
5. | Purpose keeping  messages protecting  messag,
hidd content.

hd e L[J v
act, the attacker floods the bandwidth of the
s his e-mail box with Span ipgﬂ,’making it hard

[ iP packets with a forged
ose of hiding the ID of the

s anid floods the network of the vietim

Bﬂettlnt;:g’nddru is fake, the victim's computer keeps waiting for
the attacker's machine for each request.

P all the bandwidth of the network which then fails to serve

and ultimately stops working,
th. tt-eh' ¢ Bandwidth-based DoS attacks focus on
! :5&_1;1_! network or server by consuming its available
ow or oy Yolume of data. This causes legitimate users
- 0T 10 &ccess to the targeted resource,

et Security 3-17W (CC-Sem-3 & 4)

L

2,

unavailable. &

F};ﬁ.}v‘:*é@

. imple bandwidth attack might invol :
xample : A simp : 8ht nvolve sending an
fnormﬂ‘m amount of traffic to a website, making it slow or entirely
inaccessible for regular users.

ol attacks : ‘Lug}'c—base.d DnSlattack.a exploit vulnerabilities in the
software or application !ngic to disrupt services. These attacks do not
necessarily require a high volume of traffic but focus on exploiting
weaknesses in the target system’s logic or functionality.

Example : An attacker might send specially crafted requests to a web
application, causing it to crash or become unresponsive due to a software
vulnerability. .

Protocol attacks : Protocol-based DoS attacks exploit weaknesses in
netwaork protocols to disrupt communication between devicesor services.
These attacks often involve exploiting flaws in how systems handle
network protocols, leading to service disruptions.

Example : An attacker might send a flood of malformed or malicious
network packets to exploit vulnerabilitiesin the target's network protocol
stack, leading to service disruption.

Unintentional DoS attack ; Unintentional DoS attacks occur without
malicious intent. Instead, they result from genuine user actions or system
misconfigurations that inadvertently disrupt services or resgurces.

Example : A websipé.may‘expeﬁence an unintentional DoS attack

during a product!launch when‘a large number of users gimultaneously

try to access the mts causing it to slow down:or become temporarily
. W i e

——. S A
+ | What are different types or levels'of DoS attacks ?
b - \ v

are d d.i'f_i;e,t"'é:it types or levels'of DoSattaclks :

Flood attack : A flood attack is a8traightforward form of DoS attack
where the attacker overwhelms the target system with an excessive
volume of traffic, such as a flood of data packets or connection requests.

Ping of death attack : The ping of death attack exploits vulnerabilities
in the way some systems handle oversized ICMP packets (ping requests)
to crash or freeze the target system.

SYN attack : SYN attacks target the TCP (Transmission Control
Protocol) handshake process, which establishes a connection between
two devices. Attackers send a large number of SYN (synchronize)

réquests without completing the handshake, tying up the target’s
resources,

Teardrop attack : A teardrop attack exploits vulnerabilities in the
reassembly of fragmented IP packets. Attackers send overlapping,

nted packets to the target, causing it to crash or become unstable
When attempting to reassemble them.
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SQL Injection :

i

SQL injection is a method of injecting code that takes advantag,
security weakness occurring in the database layer of an apphcaho; ta
SQL injection attacks can also be referred to as SQL insertion attac
sQmehd)mmmmlymedhymmyorgamzatmnsm s
sensitive data, are the primary targets of these attackers. i
The primary goal of an SQL injection attack is to retrieve inf,

from a database table that might include personal Flhi'ahie e
numbers, social security numbers, orpasswords;;a- \ s
Malicious code is inserted into either a web @nrm‘ﬁe!d

code during an SQL injection attack. ~ 3 or e e
For instance, when a user logs in w:li‘.h A‘emame and password, th,
database is queried using an SQL qu er .

t-DVEtEfylftheuserhasaVahd

ntially alter the SQL query by
d/or password field.

jection attack : ﬂgfollgwmg

like “SQL Syntax Error : You
CT * FROM users WHERE

oGl W “_;U.Sem_s&")

W—

] What is Blind SQL Injection attack ? Can it be prevented ?

M;&L [mectlon attack :
sQL injection is employed when a web application has a

lind
1 Bh bility to SQL injection, but the attacker cannot directly see the

yulnerd
outcomes of the injection.

g vulnerﬂb]e page might not be responsible for showing data, but its
respome varies based on the results of a logical statement injected into
he Jegitimate SQL statement executed on that page.

rm of attack can be time-consuming as it requires the creation of

5 Thisfo
o new statement for each recovered bit of information.
4 Numerous tools are available for automating these attacks once the

vulnerability’s location and the target information have been identified.
Prevention of Blind SQL Injection :-

Blind SQL Injection attacks can be prevented through a combination of
secure coding practices and fo]]cmng input validation techniques :

put validation : Vahdabe aud sanitize user inputs to re_]ect malicious
nhnracters ¥

prevent SQL m]éctmn g

i, Lenst prmlege Li%mt database user penmsmansto mm:m:ze potenml
o

o]

T '.:Mask sensitive database detsuls m erTOT messages.
g'ulnr uptlates Keep software and frameworks up to date.

g these prevenuve measures, you ¢an significantly reduce
i'Pﬁnd SQL Injection att acks

| What is buffer overflow ? What are different buffer

l. © urs when 2
’&h!ﬂ'er overflow, also known as a buffer over;llu':cﬂt:fifontby the

stoms data in a buffer beyond the memory
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i I ch as mem
i ad to unreliable program behavior, su oy

3 mr:minl:onect results, program crashes, or even a mmp“’misin::.
system security. : !

3. Buffer overflows can he triggered by inputs intended to execute o,
modify the program's behavior. '

4 Consequently, they serve as the foundahpn for numerous Softway,

" yulnerabilities and can be maliciously exploited.

5. The implementation of bounds checking is an effective way to Preven
buffer overflows. -

6. Programming languages r:ommon_ly linked with buffer overflows, g,
as C and C++, lack built-in protections against %E;nqt.honzad data agegg
or memory overwrites. af [V

Buffer overflow attacks : Ko k"-\_.-'

L Stack-based buffer overflow: “f'-t."--

L

-

Description : In a stack-based buffer overflow: the attacker exploit;
vulnerability in a program by overflowing:a buffer located on the ¢y
stack. The call stack is a region of memory used to manage function calls
and local variables. \‘?-%. -

How it works : The attacker supplies more data than the buffer cap
hold, causing the excess data to overwrite adjacent memory loeations,
including function return addresses. »

NOPs: A [¥ o

Description : NOPs, or no-operation instructions, are used as padding
in buffer overflow ;gx"plo:t.a They serve to create space between the
injected shellcode and the return address, making it easier for the
‘attacker tohit the correct memory address, .

i

‘:;II!W e .._‘!‘&ﬁ By inserting NOPs into the payload, the attacker
incrensest E;‘ll.kehhuod of the executing the shellcode correctly.

Even if the exact memory locationis not known, the NOP sled increases
the chances of landing in the vieinity of the shellcode.
Heap buffer overflow :
Description : In a heap-based buffer overflow, the attacker targets
data stored in the program’s heap memory, which is used for dynamically
allocated data.
Bow.it works : The attacker manipulates the program in such a way
tha.t it writes data beyond the boundaries of a heap-allocated buffer.
This can corrupt heap metadata or overwrite other heap objects.

How to minimize buffer overflow attacks 7

Following methods help to minimize buffer overflow attacks :

s t of
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gocurtt?

yre code manually : Manual code review and
rutinizing the source code by human experts to

8
1 Asse® ment involve Bctengigj vulnerabilities, including buffer overflows.

id"’” ﬁfynﬂd”di Skilled developers and secun’t_f experts examine the
How jt wor® -m identify insecure coding practices, such as improper
Ldoline by llﬁ or upvalidated input handling, which can lead to buffer
B tion : Disabling stack execution is a security
Diﬂbl‘_’ ntf';; prevents code from being_ executed on the stack, making
machﬂmsm nging for attackers to exploit stack-based buffer overflows.
challe guring the system to mark the stack memory
features like NX or DEP, depending on the
ts execution of code residing on the

ml;le (using
s exeOUaE LGP preven

" tools : Modern compilers often‘include security features and
Mﬁtisﬂw puffer overflow yulnerabilities during the compilation
flags .
PO ks : Compiler tools'can perform various tasks, such as
v c!r.ing. stack canaries (random values placed between buffers
t:f.f addrelsses}‘ and other optimizations to enhance code security.
s ic run-time checks : Dynamic run-time checks involve
DV“,“'“HK a pmgmm'g execution during runtime to identify and respond
e behavior, such as buffer overflows.
i ks’ Intrusion detection systems (IDS), runtime security
e il 15 like-AddressSanitizer can dynamically detect buffer

wﬁ%ﬁmhpuwhﬂe the program is running.

MY

Attacks on Wireless Networks.

An T
k- e Lt i
Following are different components of wireless network :

L

802.11 networking standards : These are a set of standards established
by the IEEE that define the ifications for wireless local area networks
(Wi-Fi). Examples inc lude 802.11b, 802.11g, B0Z2.11n, and 802.11ac.
Access points : Access points (APs) are devices that bridge wireless
clients (like laptops and smartphones) to a wired network. They create
awireless local area network (WLAN) by broadcasting a Wi-Fi Blgﬁalt-
Wi-Fi hotspots : Wi-Fi hotspots are locations where wireless access to
theinternet is available, oﬂell: provided by public establishments such as
:uh‘ ni'rmm; md hﬂte].s
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4 Service Set Identifier (SSID) : The SSID is a unique name assigneq
awireless network. It acts as an identifier for wireless clients to mtmm:;

one notwork from another.
5. Wired equivalence privacy (WEP) : WEP is an early security protocg|
used in Wi-Fi networks to encrypl data transmitted over the networl
Wi-Fi protected access (WPA and WPA2) : WPA and WPA2 =

6
improved and more secure encryption and security protocols for Wi.Fy
networks.

7. Media access control (MAC) : The MAC address is a unique hardware
identifier assigned to each network device, such as network adapters oy
wireless cards.

:__-l’Quﬂ-N- Discuss some of the traditional techniques of attacks

on wireless networks. _
OR N

How can wireless networks be comprorhii_ed

TAnswer |

Following are some of

networks :

1 Sniffing: Sniffing;
involves intercepting an
wireless net_g_l;gork.‘ Ny
Function : Attackers 'E:apture ne
information, such as login credenti
: ttacks exploit the lack of encryp

\Qm“mcfh"g@!

2 Spoofing:Spoofing
or device on a wireless network
Function : Attackers can perform v
MAC address spoofing or ARP spoofing,
accepting them as trusted entities. This can
or interception of data.

3. Denial of service (DoS) : Denial of Service attacks aim to disrupt the
normal functioning of a wireless network or the services it provides by
overwhelming it with excessive traffic or requests.

Function : Attackers flood the network or its resources, making them
unavailable to legitimate users. This can result in network downtimé:
rendering it unusable.

4 Man-in-the-middle attack (MI

an attacker intercepts and possibly alters communica

parties without their knowledge.

the tra_ditional techniques of attacks on wircless

;ajsn-i:'nuwn as packet sniffing or petwork sniffing,
d monitoring data packets transmitted over a

twork traffic to cavesdrop on sensitive
als, emails, or financial data. Sniffing
tion or weak encryption in network

attacks ihvu]vs.impa}aonat.ing alegitimate entity
by falsifying identifying information.

arious spoofing attacks, such as
to deceive network devices into
lead to unauthorized access

TM):Ina Man-in-the-Middle attack
tion between tW?
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wul'wﬂw i .
jcors position themselves between t_.ha communicating
on““w: to capture, modify, or inject data into the

ol :

o1 '”Dwm?!::m}:!ITM attacks can lead to data interception,
mm"mcn-t : nor thc; insertion of malicious content.
vosdroPP 8 cking : Encryption cracking invelves attempting to
o =8 data transmitted over a wireless network by exploiting

ah?lilies or using brute force methods. -
vulperd®"™ Attackers target encrypted data, such as Wi-Fi passwords,
mﬂd";‘m ues like dictionary attacks or eryptographic weaknesses.
ulinIE::M d:cryption provides unauthorized access to the network.
Suce

N L
’

ishing anl Identiy Theft : Introduction o Phishing,
SANE S rdentity Theft (ID Theft).

.

phishing 7 Explain with examples.

Due 881, | What is
1 Phishing is a cyber attack technique in which attackers impersonate
ganizations, or entities to trick individuals into
credit eard numbers,

Jegitimate individu als, or|
revealing sensitive informa

or personal data.
2 Phishin attacks typi
place via text messages,

' of‘P!ihhing :

L igu.ll hishing : You receive an email that appears to be from your
nk, asking you to verify your account details urgently. The email
o .‘i‘_l'il'lk'that takes you to a website that looks identical to your
bank's official site. If you enter your login credentials on this fake site,

the attackers capture your information.

% Vishing (voice phishing) : You receive a phone call from someone
claiming to be from a trusted organization, like a bank or tech support.
They inform you of a security issue and ask for sensitive information,

< such as your credit card details.

Smishing (SMS phishing) : You receive

:‘::; rﬂpt!tahle service or organization.
ﬂwlinkmd includes a link or phone number to reso
= may lead to a fraudulent website or resul

' .mﬂ phishing : Attackers create fake social med_ia profiles
sl ting friends, family members, or known organizations. They
wm::eur friend requests to gather personal information oOF

tion, such as passwords,

ut they can also take

caily occur through email, b
hannels.

social media, or other communication c!

a text message claiming to be

It informs you of an urgent
Ive the issue. Clicking
t in a phone call with
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. | Discuss spam and hoax e-mails. Give difference bl!tw%

" Spam and Hoax emails are both types of unsolicited or deceptive
- E:’i:;me different purposes and often have distinct cha:aq;.?ﬁﬂ"

. 2 o

2 Spam emails are typically mmmgrcinl or promotional in nature, secking
profit or engagement with recipients.

3. Hoaxemails, on the other hand, aim to deceive or miginform Tecipient,

with fabricated stories, warnings, or false information,

Difference : —— _____+ ¥ N
; __1 pe ,"'.vs‘plnl)m ol Hoax Email,

1 | Purpose | Promotional or a Spljenﬂfﬂlseinfurmgfm

commercial. & F0h |1

2, | Content | Ads, offers, productlinks. | Fabricated Stories,
) warnings.

3. | Origin Marketers, businiesses, | Individuals, groups
Sybaxmimingls,)

~e
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cyber Securt

orks : Unlike dragnet phishing, which casts a wide net, rod-

f;'r::’w ishing involves carefully selecting and researching potential

oo Attackers tailor their phishing ema.i]s lo appear highly relevant
targeted individuals, increasing the likelihood of success,

::::taﬂmt : In lobsterpot phishing attackers focus on high-value
$ dividualsor entities.
How it works : Cybercriminals gather extensive i.nfnrmation about
their intended targets, including perso_nal am.i pl_-nfesamr_m] details. They
craft highly personalized and convineing phishing emmllsf, often posing
a5 trusted contacts or organizations the targets are familiar with,
Gillnet : Gillnet phishing is a method that combines eléments of both
dragnet and rod-and-reel phishing. It targets a larger group of individuals
or organizations than rod-and-reel, but with a more focused approach
than dragnet.
How it works : Attackers select a specific group or category of potential
victims who share certain characteristics. They send phishing emails
tailored to the interests or needs of this group.

Que 3.34. | What is identity theft (ID theft) ? Explain typesof identity
theft,

setion (clicks, | Elicit emotional
résponses.

uct ads, phishing, Chgin_ietbem,&lsealcm

4. | Response | Prompt

N

re different methods qf-phiﬁhi;g attacks ?
w 4
(E{ {‘u_",';s“"'
Following are different methods of pyshi.n% attacks :

L Dragnet:Dragnet phishing is a méss email phishing technique where
cybereriminals send a large number of generic phishing emails to a wide
audience,

How it works : Attackers cast a wide net, sending phishing emails

I specific targeting. These emails often contain generic messages

and fake links s saect
Personal information or credentials.

2 Rod-and-reel : Rod-and-reel phishing is a more targeted approach

which attackers select specific individuals or organizations as thef

or attachments designed to trick recipients into providinf |

Answer |

L Identity theft (ID theft) is a type of cybercrime where an individual's
personal, financial, or confidential information is stolen by malicious
%‘fﬁiﬁh&he intent of impersonating the victim for various fraudulent
BB, S
!

il
\entity thieves often use this stolen information to commit financial

ﬁ'ﬂllli.;galln unauthorized accessto accounts, or engage in other criminal
activitigs under the victim’s identity.
Types of identity theft :

L Finaneia] identity theft : Financial identity theft occurs when an
individual’s personal and financial information, such as credit card
““mb‘fﬂ.ﬁt:' bank account details, is stolen with the intent to commit

ud

Cl:lmin?j ideﬂﬁt)’ theft : Criminal identity theft involves an identity
xr using the vietim's identity to evade law enforcement, typically

B they are facing criminal ~harges or arrest.
4 Identity

cloning: It is a comprehensive form of identity theft where

lﬂ:a:ker duplicates the victim's entire identity, including personal,

i » and biographical information.
n!ine" identity theft : In business identity theft, fraudsters target
::"“’“ﬁls, often small ones, to steal their identities, This allows them
®XPloit the business's credit, finances, or reputation.
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Medical identity theft: It occurs when an attacker gains access
a

5
individual's healthcare information, including medical insurap, e
and medical history, for fraudulent purposes. elaj,
6. Synthetic identity theft : It inyoivea creating a new identj,
combining real and fake information. Attackers use this j dent t-1-' by
establish credit or engage in fraudulent activities. ¥ ty
7. Child identity theft : Child identity theft targets minors Who by,
3

clean credit histories. Criminals obtain and misuse the ¢hild’s P
information, often going undetected for years. ]

Que 3.35. ' What are different techniques of identity theft (ID ¢, eft)?

';An.nrer_ l
Techniques of ID theft :
A Human-based methods : |
1 Direct access to information : Attackers gain access to persony
information through social engineering or deception, often by
impersanating trusted individuals or services.
Dumpster diving : Identity thieves sift through trash, looking fir
discarded documents ca:'ztaiﬁing sensitive information, such as bank
statements or credit card offers. ; [
3. Theftof apurse _arwa]lgt :Criminals ph}rsica.].ll}* steal purses or wallets
to obtain IDs, eredit cards, and personal information £6 commit identity
. A =4 e O
4 lelﬂmﬂaml rerouting : Attackers intercept or reroute victims
&aﬂ to gain access to financial statements; checks, and other personal
data. F 2 o W
| TN 1 » | B 4 P

5 Shoulder surfing : Thieves'watch over victims’ shoulders as they
enter PINs or passwords, gaining unauthorized access to accounts.

6. Dishonest or mistreated employees: Insiders with access to persond
data may misuse or steal this information for financial gain.

7. Telemarketing and fake telephone calls : Scammers use phont
calls to trick victims into revealing personal or financial information,
often posing as legitimate entities.

B. Computer-based technique :

L  Backup theft : Attackers steal physical or digital backups containin?
sensitive information, allowing them access to victim data.

2 Hacking: Cybercriminals exploit vulnerabilities to gain unauthorized
access to computer systems and databases, stealing personal and financiél

3. Phishing : Attackers send deceptive emails or messages, impersonati®é
trusted entities to trick recipients into revealing sensitive informati®™

- v

osber gecurity
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- cyhercrim.inals redirect frictirns to fraudulent wehsites to
gure login credentials or personal information, often through DNS
cap

msnjpulntiﬂll
dware : Attackers maylmmpromise hardware, such as ATM
Har or compromised point-of-sale (POS) systems, to steal card

;i mmers : fd
:klt:":: personal information from unsuspecting individuals,
a

= .36, | How to prevent being a vietim of ID theft ?
e .

g the following security precautions, you can avoid falling

I entin

gﬁ‘g:?d}end ty theft : e

1 Vigilantly oversee your credit history.

2- Maintain comprehensive records of your financial activities and
transactions.

g Deploy security software for added protection.

4, Utilize an up-to-date web browser.

5 Exercise caution when dealing with email attachments and linksin both
email and instant messages.

g Safely store sensitive information.

7. Shred documents containing personal data.

8. Safeguard yq_gr"persona]iy identifiable information.

9. Rema.u:ﬂg}lam gggarding the most recent scams and frauds.

©0®
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What do you understand by cyber forensics/digital
cs/computer forensics ? 4

, the computer operating system
T evidences transpar:
tor. The information ma

until

1dered as tangible evidence in courts
ining importance.
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Answer |

Digital forensics :

1. Digital forensics entails employing analytical methods to engy;
dependable and impartial gathering, examination, comprehensiont the
exposition of digital proof. » ang

9. The goal of “cyberforensics” is to find digital proof of something spec;
or general. ifi

3. Defining “digital evidence” is tricky because it comes from things Jik
phones, iPods, and other devices that aren’t seen as computers in the
usual sense. y

Role of digital forensics : In gene

1. Uncover and document evi

ral, the role of ._d_i_gital forensics is to:
dence and leads : Digital forensics
experts use specialized techniques to uncover and document digital
evidence from various electroni(;_devic’efig;_z,fThiéﬁevi:dence can include tex
messages, emails, documents, images, and more.
2. Corroborate evidence disco ered in other ways : Digital forensics
n & on evidence is discovered through
other means, such as witness testim s or physical evidence, digital
forensics can corroborate or refute these claims. :
3. Assist in showing a patternof events : Digital forensics also helps
neline ttern of events. By analyzing digital

in piecing together a timeline or pa t _
data, forensics experts ' help investigators fé‘t:q_pstfi._tgp the sequence

of events, shedding light on motives and actions

4. Connectattackand victim computers :
computer-based attacks, digital forensics P "

Wh

ase.s: '('j:_f-cybercrimes or
_c_'f’:__'_i;i\cal rolein connecting
orts can trace the digital

47

the _attacke;:_;tq_ the victim. Forensics e
foﬁtbﬁnts\}éﬁfﬁéhjnd during an attack
5. Reveal an end-to-end path of events le
successful or not.

6. Extract data that may b
available.

e hidden, ,{_gﬂl_g’feted or otherwise not directly

s of some typical scenarios in which digit®

- 4 5 o
Following are examples of some typical scenarios in which digital foren®
are used :
iguse
1. Employee internet abuse: In the workplace, employees maye";:‘ons‘
company resources, including internet access, for pel'sonal E
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: tal fo.rensms can track an employee’s online v
unauthonzcd downloads, excessive social media usﬂg;cf:; revealing
; y OT Vlﬂitﬂ to

pmhibited websites.
Data leak/data breach : When sensitive data is leaked or breached
ed,

s . . ¥
digital forensics experts investigate the incident to determi
preach occurred and what data was compromised. They‘::;;;:ehott the
logs, network traffic, and compromised devices to identify the g
entry and the extent of the breach. point of

3. Industrial espionage : In cases of corporate espionage, competitors

may attempt t(,o steal valuable intellectual property or trade secrets
Digital forensics helps uncover evidence of unauthorized access data;

exfiltration, or insider involvement.

4 Criminal fraud and deception cases : Digital forensics is frequently
employed in cases of fraud, embezzlement, or financial deception.
Investigators analyze financial records, emails, and digital
communications to trace fraudp]:_ent_a’ctivities and identify individuals

responsible. s ;

5 Criminal cases : Digital forensics is a fundamental tool in criminal

investigations, including cagéé-inyplﬁng cybercrimes, cyberbullying, or

cyberstalking. It helps 1&#1'@orceﬁient gather evidence from electronic
devices such as compupe:rs,“si;;g"r_tp'hones, and GPS systems.

infringement, digital

6 Copyright violation : In cases of copyright
tal content to determine its origin and

forensics experts can analyze digi 0 ¢ na
authenticity. They examine metadata, file signatures, and digital
watermar s to establish whether copyrighted material has been used

| PART-3 |
" The Need for Computer Forensics.

computer forensics ?

| What is the need for

: : nd
L The synergy between advancements in Inf?rm?‘t::::‘: u?ers
Communications Technology and the widespread adoption of comP
ity.
worldwi i erous penefits for humani : o
ldwide has yielded num " capabilities© ¢ computing devices
jvities.

2 Simultaneously, the i
the immense tec ‘ . ninal act
. : tential for crint
and po gers and an

oth opportunities for
u“od to fresh risks for computer U
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berSeeurly  _____— : Clemag,

g ing threat posed by hackers
to live with an ongm.ng "l
4. ?:?u: :ev:}u?iques and tools to infiltrate computer systems, s E:Rh’

information, and create chaos. ity

5. The need for computer forensics can be attributed to two key factor,

law enforcement’s growing reliance on digital e\{idence and the yupjy,
proliferation of computers resulting from the microcomputer revolutig,

Que 4.5. | What is “chain of custody” concept ? Explajy 4
rtan nce. Provide illustration to support your answer.

Chain of custody : & Q.

L It refers to the chronological record or fiocmg_ptation process thaf
signifies the acquisition, possession, control, t _‘ans'f_e_:_;:', examination, ang
final handling of evidence, whether itii‘s in hymcal or electronic form

9. The primary purpose of the ch ‘” af%u‘stg \ is to ensure the integrity
and reliability of the evidence, as well as to demonstrate that it has not
been tampered with or compromis ' any point during its handling.

Importance of the chain of g:ust

1. Maintaining integrit :T ain of custody ensures that evidence
remains unaltered and untampered with throughout its journey. |

-operly maintained chain of custody records

_ e to be admitted in court.

rights : It safeguards the rights of £

olds individuals and

g . U & .
4 efe"'ountmilitygi The chain of custod
: ~ iy g 3 4
ergamzatao% accountable for the evidence*
o » u:l‘aﬁi ;

Mlustration : Consider a cn'miggf"ﬂ ] case involvin ng.j a burglary. The POI%C‘:
collect various pieces of evidence at the crime scene, including a fingerpr
on a window, a broken glass shard, and a stolen laptop. Here's how the chal?
of custody works in this scenario: %
L Collection : An officer carefully collects the evidence, labels each ite™
and records the date, time, and location of collection.
'ljhll;ln!port : The evidence is then securely transported to the
»Where it is signed over to the evidence custodian. Jled
emm;: The evidence custodian stores the items in 2 contr?
‘5 nt, maintaining their integrity and security. o
> : If needed, forensic experts may analyze the evident®
cﬂul;: 2Ah the fingerprint to known suspects. todY
presentation : If the - hain of %y
records are i case goes to trial, the ¢ cectly Al
that it has not bee show that the evidence was handled ¢°*
n tampered with,

forensic

- T S R o
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pisposition : After the trial, the evide
6. rightful owner or kept in long-term gto
outcome and legal requirements,

nce is either returned to its
rage, depending on the case’s

[ PART-4 |
C‘ybe;' quénsws and D ital E‘ Vil idgnee.

@ | What do you understand by digital ewdence ? Compare
phymcal evidence and digital evidence,

L

gital sources, including: electronic

log filei metadata, internet §§t1y1ty and

3. Digital evidence cata/ be ritic
criminal mvestrg/gtlorfs Civ

and cybe sg;ru’hfié;nmé

1in a wide range of legal.eases, including
litigation, intellectual ﬁi'ogé’i'ty disputes,

L SR | Tangibic, physigg’ | Intangible, elect
L n Nature Tangible, physical In angible, electronic
___g:_ Examples Weapons, documents | Emails, computer files
-._."‘.J'_'_____ Storage Physical form, lockers | Electronic devices, servers
4 Preservation | Protect from damage | Safeguards against
corruption
..j-_____ Collection Traditional methods Specialized software
6. Alteration ‘Pampering and Digital alteration, data loss
‘%—h__li"f]j contamination -
L Presentation | Presented physically | Presented digitally
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Que 4.7. I Explain some of the best practices in handi;
evidenoe, Ndling digigy

—

Anawer |

Following are some of the best practices in handling digital evid

1

7.

Document the chain of custody : Maintain a detail

everyone who has had access to the digital evidence fmmet(l recorq o
of collection to its presentation in court, Note any transfers }:le Py
examinations, including dates, times, and reasons for accéssﬂndhng_m

Prc?mrve the original evidence : Make forensic copies (bit-for.};
CUPIOH) of.the original digital evidence for analysis. Keep the On-or‘-hu
evidence intact and in a secure, controlled environment to preg\::al

t

tampering or alteration.

Use write-protect tools : Employ hardware or software write-blockin
tools to ensure that the original evidence remains unaltered during thﬁ
copying process. Avoid any actions that could write data to the original

media, such as booting from it.

Maintain 2 clean and controlle
forensic examination environmen
potential contaminants. Minimize ele

can affect digital evidence.

Authenticate the evidence @

evidence by \_ferify'ing its source, integrity,

methods used to validate the evidence, inc

signatures. N
Adhere tolegal procedures : Comply withrelevant Jaws, regulatic
d presenting digital

and court orders when collecting, preserving, an :
horization or warrants as required by law.
A e 1tems

evidence, Seek proper aut
ment evidence : Label all evidenc
neluc exhibl

Properly label and docu
clearly and comprehensively, including details like cas Der, e
numbers, and descriptions. Document the context in which €”
was found, its location, and its relevance to the case. e
Secure the evidence 10g and case files : Protect all 1085 Cas:mt i
and documentation associated with the digital evid.ence to to thest
their integrity and confidentiality. Encrypt and restrict access
materials. ey
= precﬂutlom

Maintain evidence integrity during analys1s® g Use foren™*
vidence during analys'*

d environment : Ensure that the
t is clean, secure, and free from
ctromagnetic interference, Which

Establish the authenticity of digital
and reliability. Document the
Juding hasi values and digital

tions,

prevent altering or contaminating €
copies for analysis, not the original evidence: %
f the me N,}l"

Document analysis procedures : Ke
tools, and procedures used during the and
any findings, observations, or changes mad

ep a recorfl oL ™ nce:
Jysis of digit qdle.lsis.
e during the an®™




f Evidence under the Indian | id
1 The Rules o vidence Act, 1872,
structured framework for the admission ang exclusion of ewpt;:::iela
Indian courts. n
These rules play a pivotal role in ensuring tha trials sl )
. reliable, and justice is served. are fair, evidence is
3. Here's a brief overview of the key aspects of the Rul of Evi .
{he Indian Evidence Act - €8 of Evidence in

i Relevance of evidence : One of the ﬁ.mda.’mental principles is that
evidence must be relevant to the case, Ewd(mce 1S considered

relevant if it has a direct or indirect bearmg on the facts in issue or
isrelated to the cred1b1hty ofa mtness Irrelevant evidence is not
adml.ssible ; : ‘.5 - d

ii. Admissibility of oral and ocumentary evidence : The Act
classifies evidence mto ) main categories: oral evidence

; s during trial) and documentary

rinted dﬂcmnents) It provides rules regardmg

s of evidence.

vidence: TheActdlstmgmshes between
(original documents) and se¢ondary- ev;dence
. Primary evidence is generally preferred, but
e may be admissible undereertmnmrcumstances

Act, 1872, is a compsrehenswe legislation that
dmissibility and weight of evidence in Indian courts.

_ le men&mngthat h;aisameonductedfmrly, evidence

__Whatdoymunderstandbyfomnﬁesmnlyﬁsofe-mail?

R .

Forensie analysis of e-mails is a process of systematically examining

®mail megsages a‘:xd&umalt:; data to gather evidence for legal or
sligative purposes.

W This type of analysis is commonly used in various fields, including law

%ﬂmm corporate investigations, cyber security, and legal

W,
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3. Various cybercrime offenses can be committed by crim; 3&4}
1nalg Ug;

emails. Sing fak
4. There are tools available to assist in the creation of fraudy] B
ent g

5. The act of tracing an e-mail is a crucial Component
investigation when an e-mail is suspected to be linked t¢ 5 Gfbff'rensic

Cy e!'cﬁ
I

6. The forensic analysis of e-mails plays a vital role in cyber f,

"Ml

reRSicgas.

aids in confirming the legitimacy of an e-mail under suspicj,
; n.

7. With e-mail being the most prevalent global communicatiop
becomes a subject of forensic scrutiny when it potentially C;.fgtl}:d, it
1 Utea

“digital evidence.”
8. Due to increased regulatory agency press
compelled to electronically retain informatio
for discovery and disclosure support.

. rgan§2ations are
co ply With request

Answer |
Following is an example of mes
1. Return-Path: <sender@

9 Received: from mai
[192.168.1.100])

by mailserver

le.com> £
r]1.example.com (mailserverzlqe_gample,com

Bec: Secre
Subject: Example Email Header %...#"
Date: Tue, 19 Sep 2023 15:29:45 -0400
Message-1D: <XYZ987654321@mailserver1.exampl

10. MIME-Version: 1.0
11, Content-Type: text/plain; charset="utf-8"
12. X-Originating-IP: [199.196.144.42] .
The message header typically includes the following informatio” .to whic?
}. Return-Path : This field specifies the e-mal addroet aged ™
" bounce-back messages (non-delivery reports oF
sent if the e-mail cannot be delivered.

e.com>

© ® e ;o
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M ¥ e

4 ived : Th’f field records the path that the email took as it traveled
from the M“ 8 email server to the recipient’s email server. | t includes
- ation about the servers involved, their IP addresses, and

timestamps.

3 [Fremi This'ﬁeld displays the sender’s ¢-mail address and, often. their
pame. It indicates who sent the e-maj]. y

4 To: This field lists the recipient’s e-maj] address. In the
i recipients, there may be multiple “To” fields.

" & Cc(Carbon Copy) : This field lists the e-mail addresses of additional
recipients who receive a copy of the e-mail,

] Y Boc (-Blind Carbon Copy) : Similar to “Cc,” this field lists additional
A recipients. However, the difference is that the recipients listed in the
“Bece” field are not visible to other recipients, '

7. Subject : This field contains the subject.or topic of the e-mail message.
It gives recipients an idea of the content of the e-mail.
8 Date: The date and time when the e-mail was sent are recorded in this
2

- 8. Message-ID: A unique 1deﬁ§i ﬂfoi‘fflie e-mail message generated by

SR
e

the sender’s e-mail servel;ét.is used for tracking and referencing specific
~ messages, especially%cg-ﬁé%&@gehding. :; "

. ﬂ MVermon'ﬁ?ﬁﬂdspéclﬁes the MIME (Multipurpese Internet
- Mail Extensions) version used in the e-mail. MIME is a standard for

! S atting and encoding multimedia content in e-mail messages.

ield indicates the type of content included in the

S bext, HTML, or attachments) anﬂhbw it should be

or processed. .

ers't These are custom or non-standard fields that may be
by e-miail clients or sewéfi?ls‘?or various purposes. They are typically

xed with “X-.” e, iy,

- ol - -

case of multiple

Fhaite %
Ty

Explain how an ;;mail ;‘;hn be traced for forensics
Urpose. Qutline the various key steps involved.

ﬁkqstepsinvolvadintracingane-maﬂforforensicpurposes:

el o header : The e-mail header contains crucial metadata

mail' journey and source. To initiate the tracing process,
“received” sections : Start by analyzing the “received” sections
) el header. w;:;mviz{ a chronological record of the
T .humwma‘&mlﬂmhpﬂ.
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To determine the murceﬁ

roe server !
3 Identify 'o:ho uld work their way up from the bottom of the «

[ =y
investigators : - M)
sections, identifying the originating e-mail server. e

: i to timemm Y

e timestamps : Pay close attention tamps

4 m- sections. These timestamps prcmde valuable '.u"h ul-::
when the e-mail passed through each e-mail server.

i : -mail’s content f
Examine e-mail content : Analyze the e L for any desg
S ot could lead to the identification of the sender or their o

6 Check server logs : It is crucial to examine the logs of all ¢4
servers in the received chain as soon as possible. Sery_er logs may contz
additional information, such as IP addresses, timestamps, =i
authentication records, which can aid in tracing the e-mail.

7. Follow IP addresses : Trace the IP addressés_w iti'the “received
sections to identify the geographic locationgiidl service provider associated
with each hop in the e-mail’s journey. . O

%

8 Utilize timestamp analysis : Tmestanlpsare critical for e-mail tracing,
especially since logs may get archived. Investigate HTTP and SMTPlgs

to match timestamps with e-mail s g___j?activity, helping to verify the

e-mail’s authenticity. Y
9. Beware of fake head criminals often use tools'to create
fake e-mail headers wit -mail addresses. Be cautiousand
toidentify mcor(xﬁg % e‘%}% ff//;% '
10. ExploreX. s 2 In addition to standard header sections, exploré
: : % 4, 5

R . -mmmm process is a legal procedure that involves
s, presentation of evidence in a legal context:

2. Digital foren
T ey fﬂronliu_ "toheleﬁdm consists of digital exhibits pmsentedb?
o it P establish facts and legal theories in a cas€- od?

bridge the gap betw ical issues T
o .BP een technic

!
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. L
o Incourt proceedings, exhibita are introdyee

: s d s ;
and testimony is prosented {, explain t,he‘);::‘;::::y?th"
identifying, collecting, presorving, angl onsen invol

zin -
gvidente. YEINg, and interpretj

must be established that the evi '
5 gle ] — evidence ig relevant, authentic, and not

6. The chain of custody is crucial,
evidence testify about their ro

7. Digital fo_rens':ics evidence is usually latent and requires specialized tools
for examination.

8 Those usmg thﬁes:e tools must apply their scientific knowledge, skills,
and training within defined standards,

9. Challenges to digital forensics
inaccuracies or omissions in ¢

timing, location, or consistency.

10. The trier of fact evaluates the evidence in conjunction with other
evidence to make legal Jjudgments,

11. Forensic experts formulate coSt_‘,'propoéals, timelines, deliverables, and

risk analyses for the investigation,

12. Flawlessdata acqmmtl(}n(lmagmg) isessential for evidence admissibility,
and strict protocols are followed to ensure authenticity and maintain a
secure chain of custody. =
s W &

party,
ved in

ng the

and individy

als involved in handlj
les and the p g

rocesses used.

s

i Wﬁt,are"the’ various phases involved in the life cycle of
N W)
S investigation process ? Support your answer through

Forensics life ycle involves the following phases :

L Preparation and identification of evidence : In this stage, digital
forensics experts prepare for the investigation by understanding the
Scope of the case and identifying potential sources of digital evidence.

hey may
Example : suspects an employee of data theft, they
Pfepm: wm employee’s computer and relevant data sources.
% Collection and recording digital evidence : Digital evidence is
mllected?;u:: forensically sound methods to ensure its integrity. T.h's
™may involve seizing computers, mobile devices, or servers and making
€xact copies (forensic images) of their storage media.
i t's computer and uses
Example ; Law enforcement seizes a suspec : ’
Bpecialized tools to create a forensic image of the hard drive, preserving
- theoriginal evidence.
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3.

-}!1- » 4.14. | What are the various activities involved in the li

Storing and transporting digital evidence : Collected o
must be securely stored and transported to maintain its integﬁf‘ﬂdeme
of custody procedures are followed to document every transfer o }}l,an Ay
of evidence. d]iﬂg
Example : Evidence is stored in tamper-evident bags and trapg

in sealed containers to a forensics lab. Ported
Examination/investigation digital evidence : During this pj,
experts conduct a detailed examination of the digital evidencep rf-a;;;
includes searching for relevant files, examining system 1og§
identifying potential areas of interest. ) B8
Example : Investigators search a suspect’s computer for files relateq ,
a cyber attack, looking for malware or intrusion indicators.

Analysis, interpretation and attribution : Experts analyze the
collected data to draw conclusions. They interpret the evidence g
understand what happened and attribute actions to specific individuals
or entities.

Example : Digital foreisics experts analyze network traffic logs to
attribute a cyber attack toa particular hacking group.

Reporting : A comprehensive report is prepared to document the
findings of the investigation. This report includes details of evidence
collection, analysis, interpretation, and attribution. It may alse include
expert opinions. ;

Example : A corporate investigator provides a report to company
management detailing the extent of an employee’s unauthorized data

access.

Testifyiﬂg : In legal cases, digital forensics experts may be called upon
to testify as expert witnesses in court, They present their findings,
explain the methodologies used; and answer questions from attorneys

and the court.

Example : During a criminal trial, a _
about the evidence gathered from a suspect’s computer and its

to the case.

digital forensics expert testifies
. relevant® |

fe cydle

of n forensics investigation process ?

For

A Trepare:

Ar-wer

. <ics life cycle involves the following activities :

: experﬁ '
ns@wnd“'“

i Case briefings : At the preparation stage, digital fore
gather information about the case, including thealle
potential evidence sources, and key parties involved.
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(F 41 :
N gement terms : Experts establig), clear termg of en

N, o Bagement,
t'i 2 E;f:ﬁng the scope of work, responmbﬂltles, and €Xpectationg,
\ g, Interrogatories : Legal teams 4y prepare writtep questiong
'% (interrogatories) for Opposing partieg to gather information about,
8 the case.
: 4 Spoliation prev'ention s Devgloping a strategy to Prevent data

spoliation (intentional destruction of evidence),
\
\ 5. Discovery requests : l_lega.l teams request relevant evidence from
X opposing parties, including electromcally stored information (ESI),
B. Record:

\

1. Driveimaging: Creating forensic

ensures a pristine copy of the origi

k‘ 2. Indexing and profiling : Creat;
a; and profiling it to identify key file
8. Search plans: Developing

images of digital storage media
nal data is Preserved,

ng an index of the 5

AT cquired data
s and locations,

_ §earéh'strategies and criteria to locate
‘ relevant evidence efficiently,. o
4. Cost estimates : Provid_ing é’s’t'_ir__n_ates of the resources, time, and
costs required for the____in'\?es;i_gatioﬁ'.
5. Risk analysis : Identifying potential technical and legal risks in
& handling digital evide

C. Investigate :
I L Tnagelmagﬁs : Prioriti
o _Televanee and in

, very : Attempti
uncover hidden informati

ng to recover deleted op damaged data to

on. _
; 7 Keywdf'qﬁearches : E_Ir;}?loyin_g~
identify relevant data |

i Exam‘mng génography, encryption, or
i obfuscation techniques to uncover concealed information

ion and iteral_;_i:on;: Collaborating with legal tea.ms
aring findings, and refining investigative strategies.

. Communicat
and clients, gh
: Report‘ 5

Oral vg, Wwritten : Preparin
10 court g Submitted as
TeqQuirementg.

Relevant document production : Compiling and producing
Televant documents as evidence in legal proceedings.

f & Search statistic reports : Providing statistical reports on search

f efforts, including search terms used and the number of documents
Tevieweq.

g reports that can be presented orally
written documents, depending on legal
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4 Chain of custody : Maintaining a detailed chain of ¢,
document the handling and storage of evidence. Stody 4,

Case log reporting : Documenting the steps taken durt

5
investigation, including the identification of evidence, pr g the
followed, and outcomes. OCedurg,
E Testify:

1. Testimony preparation : Preparing to testify in court, incjy,q;
reviewing findings, preparing visual aids, and anticipating quest; 0"'8
2 Presentation preparation : Creating clear and mee“‘na.
presentations to convey complex technical information to the co;:tg

3. Testimony : Providing expert testimony’in court, explain;
findings, methodologies, and their relevance to the case. %

QESIB]] What arethe different ypes st igital analysi hat co

be performed on the captured t‘owm,l‘,!l evi den 5o

: AT J‘f';l A s
Following are the different typesb?ﬂiéﬂ:al analys:s that can be performedon
the captured forensics evidence: », v V4
1 Media analysis : Média”‘ s involves examining storage media
such as hard drives, USB &eyms, or memory cards. Itaims o recover,
identify, and analyze d: tastored on these deviges. - 7
¢files, deleted data, and hidden information, which

)& Cruci x""""T'm.v«m;(:lgaf; tigations involving datg.btea"i"‘ ches,cybercrm:e s, OF

5 Media management analysis : Media'man agement analysis focuss
cat: ,anﬂ organizing ,di"gltal medla, c;gating forensic 1mages;

3. File system analysis : File syﬂém;ndyﬂs examines the e’

organization, and metadata of files and directories on storage .
g user actwﬂ&

helps in reconstructing file access history and identifyin

) er
Purpose : To uncover file manipulation, file deletion, and U5

interactions with data in cases like fraud investigations 0f
4, Application analysis : Application analysis
behavior and artifacts left behind by specific softw
including web browsers, email clients, and office suites- st

Purpose : To recover application-specific data such as brows" L) in
which can be

involves Stuin“g

email communications, or document revisions,
various investigations.
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—— " 2nding Computer Forensics
m analysis : Network

analysig examines network traffic |
st cation protocols, and network device configurations. S

: To trace the source of cyber attacks, identify valnerahilit:
and determine the extent of data breaches. At >
Image analysis : I.mage analyz‘;is focuses on digital images, including
photographs and graphics. It aims to extract metadata, detect image
manipulation, and analyze visual content_

Purpose : To verify the authenticity of images, identify image tampering,

and extract geolocation or timestamp information.
Video analysis : Video analysis involves
Purpese : To extract relevant information fro video footage, identify
persons of interest, and establish timelines‘in.cases like surveillance

the examination of digital

2 the digital ev‘idenceéfasr examination. .
Date of receipt : The date onwhich the submitted digital evidence was
received by the forensic examiner gl;.ﬂle reporting agen_cy. ,
Date of report : The date when the investigation report is finalized and

4 tted for examination : A detailed
Descriptive list of items submi or _ :A
inventory of the ‘:ligita] devices and storage n_ledla submnttnf::k for
examination, including information such as serial numbers, es,
models, and a brief description of each item. |
Idﬂl::’ty and signature of the examiner : The name and signature
of the forensic examiner who conducted the analymsm A
of the forensic o;;:dures tecl:i;lues, agnd methodologies emp’“"’d_
d"""!thm!:natmn mcl"nassh-ingmmheﬂ. graphics image searches
and recovering erased files.
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: The main findings, results, and C\

10. Resultslconclusions . : s
drawn from the digital forensic analysis. Usign,

Que 4.17-' What precautions shou

electronic evidence ?

Answer |

Ensuring the evidence 18

1d be taken while collegy;

accurately collected and maintaining g ¢
lear

i
chain of custody from the crime scene to the investigator and ultimatg|
to the court is one of the most crucial measures. ey
9. To uphold the integrity of digital evidence, it is necessary to adhere tg
specific rules.
3. Generally, the following principles apply :

nt agencies or their representatives

enforceme
er or storage media,

altering data on a comput
evidence in court.

if someone needs to access
dia, that individual must
ation of the relevance

i. Principlel: Law
must refrain from
which may be used as

ji. Principle2:In exceptional situations,
original datacna computer or storage me
be competent to do so and provide an explan
and implications oftl_;eif&i:t_ions.

iii. Principle 3 : An audit trail or another form of record for al
processes applied to co’i‘ﬁputer—based electronic evidence should be
generated aiﬂdﬁ;i?;gser‘ied. An impartial third party should have the

_ability to review these processes and achieve the same results.

o the investigation bears

% The individual overseeing
noliance with the 1aw a8

. ot h g
iv. Principle 4
overall zgasponsibility for ensuring comp

%*g these principles. _
SR o
: S PART-7 e

cept

| Write a short note on: chain of custody con

nsics invest!

1. The central concept in cyber forensics or digital fore
Jlection; o of
¢

is the “chain of custody.” This process validates the co

?ﬂd protection of various types of evidence on its journey to

law,

2. It's crucial g
m:aain to consistently protect all pieces of evidence ¢ *tti b
admissible in court. Professionals in forensic invest®
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Understq nding Computer Forensics
d that without a Proper chaj

understan d ain of custody, th 1
evidence diminishes, so they treat g evidence ag if it r:a;abzeu::; ]:E
litigation.

: ' ting that the evidence is
indeed what it claims to l?e.and Providing information about its origiln
and handling from acquisition onward,

4 Thechainofcustodyisa chronological written record that identifies the
individuals who had custody of the evidence from the moment it wag
collected until its final disposition.

_ elevant evidence {g collected and
remains intact until the evidence is
continuous accountability, and this

properly disposed of Tt assumes
accountability'is. erucial because

ey <V
eﬁy network forensics,

@ 4

branch of digital foregizféﬁt;l}éﬁ focuses on the
and investigation of network traffic and data to
ckg,f: and other network-related
AR b,

ion, and analysis of network data to
1 Mﬁﬁiﬁymaﬁcious activities, and

S Network forensics is a critical ;s of modern cyber security,
lping organizations detect, respond to, and investigate security
nts.

 avital role in maintaining the security and integrity of networked
and is essential for both proactive threat detection and post-

- forensics begins with the collection of network data; including

ptures (PC&S, log files, and other network traffic records.

sources provide a detailed record of network activities,

 data is then analyzed to identify anomalous or suspicious
eyl
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What are the phases involved in computer foren
ll]e.

mvestlgatwn ?

Fol]owmg are the phases involved in computer forensics i ln‘vestlgatmn

L. Secure the subject system : The first and most crucial ste
secure the subject system to prevent tampering or unauthorized cp .
during the investigation. This involves physma]]y isolaﬁng the syst,em:.
taking measures to ensure that no one can access or alter its data,

2 Take a copy of hard drive/disk: In mnny cases ‘it’s essential to create
a foremncally sound copy of the hard drlveldlsk This copy is a blt for-bit

3. Identify and recover all files The. investigation involves 1dent|fymg

all files on the storage medm, mcludmg those that may have been deleted
or hidden. Specialized forensie software and techmques are used to

recover deleted or ¢ obscured files.

4 Accesdﬂewlcopyhdden, protected and temp files: Invest:gawrs
must. ageessa%danalﬁ‘e hidden, protected, and tem;:oraryﬁles These
ﬁ,]ps mﬁ?@ tamvaluable evidence or mformatlon about the user’s
&wtles a.ndfmtenhons \

5 Btudy spe?al ‘areas on thedrive:
as slack space ;}nd residual dat.afmm p! 'ouslg deleted files, may yleld
valuable information. These : ¢ areas are "exa‘mmed to find remnants of
data that could be relevant tqﬂie !

6. Investigate application and g program data The settings
from applications and programs us 5d on the system are scrutinized
This includes examining web browsers, email clients, and any other
software that might contain relevant information.

7. Consider the system as a whole : Investigators must view th b

from various perspectives, including its structure and overall conte?
This includes examining the file system, registry entries, syste™ ':SS'
and any other components that may provide insights in the 8
activities. jvity *

8. Consider general factors relating to the user’s act! r
Investigators also consider general factors related to the us¢ 5 whn
habits and behavior. This can include user profiles, brov=™ C i,
and any patterns of behavior that might be relevant to the inve

and data

e system
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9.

sV 8 Computer Forensics
Create detailed and considtml!d\

the inveatigabor
etailed and wel)-

A. Things to be avoided : . |
1. Changing date/time stamps : It is essentiaﬂl;t,&'a{misl_a;teﬁng date and

time stamps of files, as this can compromis
and potentially mislead investigators.

2 Changing data : Modifying or tampering with the data itself should be
strictly avoided, as it can result in4he '
render the evidence inadmissible in

3. Overwriting unallocated’s :
reboots, should be prevented, as it may

o

data that could be relevant to the

e tﬁé};:_q’tfeg‘f;ity/of the evidence

%

: ;’ft isimperative to have an eﬁgagément contract

OTE O%éﬂcmg an investigation. ’;'J:gigigggtrélcﬁduﬂjnes the

ditions of the service, deﬁggf_;;;the- scope of work, and
fSlation’

e légal framework for the i

¢ Agreement,

abide by
investigation. ~o
Customer agreement : Customérs of computer forensics laboratories
must agree to adhere to the terms and conditions specified for the
Services provided. This agreement ensures that both parties understand
their obligations and responsibilities throughout the investigation.

Legal definitions : Certain legal terms and definitions, such as
“customer,” “default,” “the company,” and “engagement_,” are cruFial to
defining the roles and responsibilities of each party involved in the
investigation. These definitions help establish a clear understanding of

contractual relationship.

DA to Safeguard the integrity of the

B



Cyber Security 4-21 W (CC.

SEm_a & 4)

Que 4.22. I Which important elements are addressed in a
ey

investigation engagement contract 7

Answer |
Following important elements are addressed while drawing up a f,
investigation engagement contract : OTensicy
1. Authorization :
i  Authorization defines the scope and purpose of the foreng;
nsic

investigation.
It clarifies what specific actions the investigator is authorized {
undertake and the objectives of the investigation. 1

#ii. The contract should specify whether the'aﬁt}:iorization covers a full
investigation, a specific incident, or a defined set of actions.
iv. This ensures that the investi : ow the boundaries of their
work.
9. Confidentiality :

i  Confidentiality provis
and ensure that the

‘ ial to protect sensitive information
stigation remains discreet and secure.

: @at“a and the integrity of the process.
«tline the confidentiality obligationsof both
__ investigator’s responsibility to h_andle data
s client’s expectation of privacy. ;

structure, including
g or expen

iii. The contract should detail the payment
nv additional cost

structure, billing ﬁequency,W=:'mY a

%

that the client may be responsible for.

iv. It should also specify the payment method and deadlines:
ties

4. Consent and acknowledgment : -
e that both if the

i Consent and acknowledgment clauses ensur A PO
understand and agree to the terms and cond1¥!

engagement.

ii. They providea legal record of the client’s consent: ¢ the clie?"
i, The contract should include language indicatiﬂgv lt::iageﬁ ghat the

consents to the forensic investigation and & X
investigator will follow legal and ethical standards
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of liability :

i Limitation of liability clauses define the extent of the investigator's
f responsibility and potential liability for damages or losses thgt may
‘ occur during the investigation.

ii. The contract should specify the limits of the i investigator’s liability,
such as the maximum amount they may be held accountable for in
case of errors, omissions, or breaches of contract.

— Highlight the key steps to be performed in solving a
forensics case. _,qt"g
&

4 . i & ’%“‘“% Y.
Following are the key steps to be undertake,n‘i

‘él-

!

solving a computer
g

e with relevant individus ‘
the case’s validity and begin

workin g slte?Whatarethesecunty

or website that enables
mwlthothnrunrl,mdm
- nunication.

facilitate the sharing of personal
. “ﬂ“m&-ﬂh
umnhﬂ-u&m
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3. Examples of well-known social networking sites include F

Instagram, LinkedIn, Pinterest, and Snapchat, among man;"ebt'ok,
Security threats : Security threats that can emanate from socia] y
sites are listed below : naw“'hq
1. Corporate espionage : Social networking sites can be

information leakage for organizations. Souree g
2 Cross-site scripting (XSS) : XSS attacks occur when attackers;

malicious scripts into web pages. On social networking sites, thmmm

lead to the theft of user data or the spreading of malware. %

3 Viruses and worms : Viruses and worms can be smﬂlm“ghlmh
attachments, or malicious apps on social networking srtsj POtf.*ntmﬂ]
infecting users’ devices and compromising theu" secmty

4. Social networkmg site aggregators : Aggreg;ator sites can be usel
to aggregate and exploit user mformatlon mthout ﬁaeu' consent, leading
to privacy breaches. ;

5. Social neitworking specific phislnng Ph:shmg attacks target user
with deceptive messages. Social networkmg sites provide attackers with
information to personalize these attacks;making them more convincing

Infiltration of networl:s X Att:ackers can infiltrate social network

6.
connections and gain aceess to sensmve personal data, potenha]lM
to data breaches. /[~ 7= *’?
7 fion shared on social networkmg mm
1 Ainals for identity theft. ., /¢
8 &%rks can become platforms for cyberbuﬂymg
9. *"'ﬁ: ge retrieval (CBIR) 4 CBIR techniques 2 be
tify individuals based on their image
v and lé adﬁlgtomlsuse of their photo
10. ce ? de (m }5; Some social llet“':u
f‘“"“iff’:sa enﬂy delete their accow®

targeted by spammers who
ion s with unsolicited content-

users’ feeds, messages, ornotlﬁ Al
12. Stalking: Socmln;etw:urlcmgxslf:easu::anbeexpltm,edbj!Stli']]“arﬁ'D

information about their targets. /
X o - . 5...‘:, ’; ’ _r_l"l ..-.-;.-




Following are various challenges in computer forensic
8:
] ta .vol;nne challenge : I.qvestlgating vast amo
including 1arge storage capacities, billions of m, unts of digital data
and online documents. essages, indexed webpages
o Data tampering risk : Concerns about the
o T A, potenti :
digital data, making it difficult to ascertain the authentzzx'lt;{)tf?raF&Zn of
3 ?riv:.acy c(.mcerns Protecting individuals’ privacy amid - . I,we'
 intelligent information retrieval, and pattern analygis, data mining,

tation to technological advancemen e need to swiftl
% 4 y
eliable examination and

4 Adap
adapt to new products and innovations wi

analysis techniques.
5 Network forensics challenges :
o pmsdlctlonal investigations, truste

amining all seized computers
g data intake and reduction

1on complexity :"Addressiﬁg Jegal issues,
age claims I real-time data

» inadvertent dam

alteration risks : Concerns abo  alteratlo
jevices are pOgge_;;ed ON o:_;é,OFF, and pObentlal activation
;caffitforts. Gl

dia
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4 Forinstance, lo view directory contents from a file system ; i
| ! I N
g gystem structures to display the relevant infq, n.‘f Ilu._ Lol
LE] Inn

process fil
These structures serve as layers of abstraction in the datg

o

B. Quantity challenges :
Digital forensics faces the “quantity challenge,” characterized |
Gl Dy ||.,|-

I
sheer volume of data to be examined.

92 Analyzing every individual piece of data is inefficient.

3 To address this issue, data reduction methods become necessary
Data reduction entails the consolidation of data into larger events o
exclusion of known data. Lhe

5. Data reduction techniques serve as instances of abstraction layers i

this context.

Que 4.27. ’ What are the legal challenges associated with computer

forensics 7

Answer I
llenges associated with computer forensics

Following are the legal cha
1. Legal jurisdiction and eross-border issues : The global nature of
the internet often leads to investigations involving multiple jurisdietions
Determining which legal framework applies and obtaining evidence
across borders can be challenging.
pvestigating

g a balance between i :
hts is crucal

9. Data privacy and consent : Strikin
potential wrongdoing and respecting individuals’ privacy rig
Gaining consent to access or analyze digital data, especially in privat®
settings, can be a legal hurdle:

3. Search and seizure laws : Computer forensics often involves seazul.f.’
and searching digital devices. Compliance with search and se1zure 1
including obtaining proper warrants and ensuring the legality of eviden®
collection, is paramount.

4. Chain of Custody : Maintaining a clear and unbroken chain of L"““i;
for digital evidence is essential for its admissibility in cOuf : EI}II:I
that evidence has not been tampered with or altered durt®s”
investigation is a legal requirement. ol

5. Authentication and admissibility of digital evidence * PrTL:*r
the authenticity and integrity of digital evidence can be rh;}ltﬂ;nslﬂ

4 for

Legal standards for admitting digital evidence may Vary =
experts must adhere to these standards.
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1 ad

T ert witness testimony : Computer. forensics experts may be
¢ Expe d to testify in court, The admissibility Pf their testimony, t}}eir
F mﬁcation& and. their ability to communicate complex' technical
I aation to non-expert judges and juries can he challenging,
~niorild

B Ah" olatility of digital evidence : Digital evidence can be volatile and
;.j ﬁ Volatility

easily rec ing vi ' d and preserved in a
_acily altered. Ensuring that evidence 1_s collectfa

. er :liat stands up to legal scrutiny is essential,

n
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PART-1
Need for an Information Security Policy,
—

m What is an information security policy ? Why is an
information security policy important ?

Information security policy :

1. An information security policy is a formal document that outlines an
organization’s approach to protecting its information assets.

2. Itdefines the rules and procedures that empldyééa_and other stakeholders
must follow to ensure the confidentiality, integrity, and availability of
information. : <

Important of information Secﬁﬁ__: 7 policy : An information security
policyis important because it hel ani

izations to :
1. Protect their informatio.
disclosure, disruption, mod

om unauthorized access, use,
, or destruction.

ets
cation

regulations.
Reduce the risk _of‘ ci
negative consequences of security incidents.

of gecurity awareness and accountability within the

' | losses, reputational dmﬁage, and other

The benefits of having an information security policy include :
Reduced risk of security incidents.
Improved compliance with laws and regulations.
Reduced financial losses.
Protected reputation.
Increageq customer trust.

Improyeq employee awareness and accountability.

.Q.lle.ﬁ,ig._' What are the key components of an information security

Policy 9 How

o oA W N

to develop and implement an information security

—______._
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Answer I

Key comp&nents : The key components of an information security polic
include :

1. A statement of purpose.
2. A definition of the scope of the policy.

3. A description of the organization’s information assets and thejr
classification.

4. A description of the security controls that will be used to prote
information assets.

5. A description of the roles and responsibilities of employees and othe
stakeholders. :

6. A description of the process for reporting and responding to security
incidents. -

Development and implementation ; To develop and implement an.
information security policy, organizations should follow these steps :

1. Assess your risks : Identify the information assets that are mosﬁ
critical to your organization and identify the threats and vulnerabilities
that could impact those assets. 3 .

2. Develop your policy: Based onyour risk assessment, develop a pﬂhc.’f
that outlines the rules and procedures that will be used to protect your
information ass:;_‘at_s_,_ W W

3. Communicate and _-tfétin your employees : Oﬁce your pOliCYi-s%
developed, communicate it to all employees and provide training on the

policy requirements. i
4. Monitor and enforce your policy : Monitor employee COmP].ianG%
with the policy and take disciplinary action against employees who violate
the policy. s X
Review and update your policy regularly : Review your policy
regularly to ensure that it is up-to-date and effective.

Que 5.4, I Why do India need cyber laws ?

Answer I

L C)i:fr law has been established as a framework to grant liﬁﬁ
acknowledgment to all the rigks associated with the use of co™P"
and computer networks.

2.

ncll-ldms

Within the scope of cyber law, 5100
res

intellectual property, data pr
and offenses committed thro

various aspects are addressed, i
otection, privacy, freedom of eXP
ugh computer usage.



k B ——

m-3 & 4) Introduction to Security Policies & Cyber Laws

54 W (CC-Se

3 India’s initial cyber law, the ITA 2000, was enacted by the Indian
parliament with the aim of establishing the legal foundation for electronic
commerce in the country.

4 The [ndian government recognized the necessity of enacting pertinent
cyber laws to regulate computer-related transactions conducted over
the Internet within India.

.. It comprehensively manages all facets, issues, legal ramifications, and
conflicts within the realm of cyberspace, the Internet, or the World

Wide Web.
The rationale behind introducing cyber laws in India can be summarized

as follows : _
Despite India’s well-established legal system, covering various past
and potential scenarios, there are gaps in addressing newly emerging

internet technologies. To bridge this gap, it is imperative to establish
ing use of the internet and other

i

suitable laws, given the increas
computer technologies in India;
i, There is a need to legally recogni
considering it is one of the pred
business in today’s gl
iii. Alongside the inter
emerged, encomp

advance social*f%id_ : simi

or to intimidate individuals for such purposes in the cyber realm.
Essentiﬁ-%?%" volves the commission of traditional offenses in
jmovétije ways VR

& a ; b,
_f;{’é“ﬁtors into account, the Indian Parliament passed the
: 174 O.QO;---C_gn;mbnly referred to as

T PART-2
 Introduction to Indian Cyber Lat.

'
’;-.

5.5. | What is Indian cyber law, and what is its primary

own as the Information
dments, is the primary
transactions in India.

Tey cyber law : Indian Cyber Law, formally kn
'hsal}';’l"“y Act, 2000 (ITA 2000) along with its amen
amework governing cyberspace and electronic

-
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Primary objective of Indian cyber law : Its primary objectiyes
follows : il

L. Legal recognition : The ITA 2000 provides legal recognition to electran;e
documents, digital signatures, and electronic transactions,

2. Cybercrimes: The act addresses various cybercrimes such as hacking
identity theft, data breaches, and the spread of malware, ’

3. Data protection and privacy : The ITA 2000 and its amendments
include provisions for the protection of sensitive personal data and
information. It outlines rules and regulations for the collection, storage,
and processing of personal data to safeguard individual privacy.

4. Digital signatures : The act recognizes digital signatures as a means
of authenticating electronic records and transactions.

5. Electronic commerce : The ITA 2000 facilitates electronic commerce ]
by providing legal certainty for online contracts and transactions.

6. Cyber security : The act promotes the establishment of cun%puber
emergency response teams (CERTs) to handle cyber security incidents
and threats. It encourages the development of cyber security practices
and standards.

7. Intermediary liability s The ITA 2000 defines the liability of
intermediaries, such as internet service providers and social media
platforms, for content hosted on their platforms. . .

8. Cyberterrorism:Theact aﬂdresses cyber terrorism by defining gﬂens::
related to using computers or communication devices for terrorl
activities. o _ ,

: e : in

9, Jurisdietion : The act outlines the jurisdietion of ]':ndxan courts
matters related to cybercrimes and electronic transactions. .

: i : 0

10. Penalties : The ITA 2000 prescribes penalties and pumshmensiter
various cybercrimes, including fines and imprisonment, b pace.
individuals and entities from engaging n illegal activities in cybers

Que 5.6. l How has Indian cyber law evolved over the
address emerging cyber threats ?

Answer |

Here is an overview of how Indian cyber law has evolved : il

v n
1. Information Technology Act, 2000 (ITA 2000) : This was 0

e , ed 168,
legislation that laid the foundation for Indian cyber law. It provt ctromi©

e

years to

s i . : : ele \
recognition for electronic transactions, digital signatures, and cleat : 11
records. However, as technology rapidly advanced, it becam® |
the law needed to be updated to address new challenges: rf},hﬂf A

3 : o
2. Amendments in 2008 In response to the growing I111|mrt;|mrm 7000 .l"
1€

security and the need for enhanced legal provisions, |
underwent significant amendments in 2008, These amen<

imuﬂtﬁ

.

———
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aimed at addressing various aspects of cyber threat
protection, cybercrimes, and the role of intermediari

3. Data protection and privacy : The ITA 2000, as amended in 2008,
introduced provisions related to data protection and privacy. It included
rules and regulations governing the collection, storage, and processing
of sensitive personal data and information,

Introduction to Security Policies & Cyber Laws

8, including data
es.

4. Cyber crimes : The 2008 amendments expanded the definition of
cybercrimes and introduced new offenses relat

identity theft, and the spread of malware.
evolving nature of cyber threats.

' 5. Cyber security : The amended law promoted the
computer emergency response teams (CERTSs)

incidents. It emphasized the importance of
standards.

6. Intermediary liability : The ame
intermediaries, such as internet s¢

ed to unauthorized access,
These changes reflected the

ha “vber security
urity practices and

arified the liability of
ders and social media
atforms. It introduced provisions

‘while protecting freedom of
expression.

7. Cyber terrorism : The:
address cyber terroris
computers or commt

, as amended, included Egpgisions to
fining offenses related tﬂ/ the use of
ndevices for terrorist activitie

77 PR
b 8 ents : Over the years, the ITA 2000 has
f dments and revisions to addr rging cyber
9‘

gislative changes, India has
ategies to enhance its ability

policies aim to strengthen
rastructure and promote cyber security

|
24

Que Explain the legal framework that governs cyber
Activities in India,

The legal framework that governs cyber activities in India is primarily
¢ ased on the Information Technology Act, 2000 (IT Act).

: 2 The 17
4 relate
Some

' € of the key provisions of the IT Act that are relevant to cyber
d ctivities incluge -

Act is a comprehensive law that covers a wide range of issues
d to electronic commerce, digital signatures, and cyber security.




that govern cyber activitie

il

iii.

iv.

5. The Indian government has als

Cppersecurity 57W cos,
m3 g
ii Section 43 : This section defines various cyber offe, 4
hacking, data theft, and denial-of-service attacks, Ces, such e
ji. Section 66F : This section defines cyber terrorism ang _
punishment of up to life imprisonment for this Oﬁence[_)mV]de“ for
iii. Section 72A: This section empowers the government
websites and other online content that is found to be OE block
defamatory, or harmful to children. SCene,
:v. Section 79 : This section provides for compensation to vict
cyber crimes. s of
4 Inaddition to the IT Act, there are a number of other laws and regulatigpg

s in India, such as:

The Indian Penal Code, 1860 : This code contains a number of
provisions that are relevant to cyber crimes, such as those relateq

to theft, fraud, and forgery.
The Evidence Act, 1872 : This act contains provisions on the
admissibility of electronic evidence in court.

The Copyright Act, 1957 : This act protects copyright in original
literary, dramatic, musieal, and artistic works, including those in

digital format.
The Trade Marks Act, 1999 : This act protects trademarks
registered in India, including those used in connection with online

goods and services.
o established a number of institutions to

deal with cyber crime and cyber security. These include::

i

 Jaw enforcement agencies, and issuing secur

The Indian Computer Emergency Response Team (CERT-
In) : CERT-In is the nodal agency for cyber security in India. It_ 18

responsible for responding to cyber incidents, coordinating W!
ity advisories.

The Cyber Appellate Tribunal (CAT) : The CAT is a tribund!
that hears appeals against orders passed by CERT-In and other
authorities under the IT Act, |

The National Cyber Security Coordinator (NCS®)* The NCSC
is the apex body for cyber security in India. It is responsible A
coordinating the efforts of various government agencies
stakeholders to protect India from cyber threats.

‘ d
~ | What are the rights and obligations of il:ll{liwd‘mls .

organizations under Indian cyber law ?

]
£

A ?:ghu of individuals : Individuals have a number of ri
dian cyber law, including the right to :

ghts U“d‘Er




Introduction to Security Policies & Cyber Laws

o b
| privacy * mdi\.n'dua.ls have the right _tO protect their personal information
' from unauthorlzed access, use, or disclosure.

P Access 10 information : Individuals have the right to access information
that is held by the government or other organizations about them.

. e speech : Intélividual:s. have the right to express their views and
opinions freely online, subject to certain restrictions.

'\ Compensation . Individuals who are victims of cyber crimes have the
right to compensation from the perpetrator of the crime.

B. Obligations of individuals : Individuals also have a number of
obligations under Indian cyber law, including the qbligation to:

i, Not engage in cyber crimes : Individuals must not engage in a0y
cyber crimes, such as hacking, data theft, or gfberiﬁgxl__'qrism.

9. Respect the privacy of others : Indiy_idﬁ’éﬂ must not violate the
privacy of others by accessing their personal information without their
consent. : ;

3. Not post defamatory or obs ent online : Individuals must
not post any content onlin famatory, obscene, OT harmful to
children.

C. Rights of organizatiq_ﬁ anizations have a number of rights
under Indian cyber law, includin the right to : £

1. Protect their intel operty : Organizationshave }_i-e right to
protect their _Ji_-ﬁ«_telle 1 property rightsi,\-f:.::such as copyright and
trademark;;fydin-iﬁﬁji_ gement online. it v

2 I:rotect the’ii\r{ b_uéiiiéss data: Organizationg._fh _‘l_}é:'ri'ght to protect

f%helr busipggs"&a;ta from unauthorized acce _‘i_pse,\631:':H'isc103ure.

3. F;Take actiﬁ:_; against cyber crimina!s.gfrg‘camz"‘ i ,ations have the right
ta.ke legal action against cyber criminals who damage their business

v i 7 y,

. Obb.llga_tmns of organizations ;_Org‘anizations also have a number of

X obligations under Indian cyber law, including the obligation to :
,Implement reasonable security measures : Organizations must
gplement reasonable security measures to protect their information

9 R:em from cyber threats.
cer:m-rt cyber incidents to CERT-In : Organizations must report
Tea;m cyber incidents to the Indian Computer Emergency Response

i (CERT-In) within a certain period of time.

mply with other applicable laws and regulations : Organizations
lated to cyber

Quegg.
€8.9. | What are the latest develo

mug ?
t comply with other applicable laws and regulations re

8 )
€Curity and privacy.
pments in Indian cyber law 4
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Answer l

ents in Indian cyber law include :

The latest developm
1. The Digital pPersonal Data Protection Act, 2023 : This A
was passed in December 2022, 18 India’s first comprehensive lact. Which
he Act establishes a number of rights and Ublig:zj?)n datg
ns for

protection. L
individuals and organizations inr

disclosure of personal data.
2. The Information Techno

elation to the collection, use p
y ] 3 an

logy (Intermediary Guidelines ang

Digital Media Ethics Code) Rules, 2021 : These Rules, which w
notified in February 2021, impose & number of new obligationsere
intermediaries, such as social media platforms and search engines Tj(;n
Rules include requirements for intermediaries to take down iliegaj
content, to provide information to law enforcement agencies, and to

appoint grievance officers.

3. The Indian Cyber Crime Coordination Centre (IC3) : The IC3 was
established in February 2021 to improve coordination between law
enforcement agencies in the investigation and prosecution of cyber
crimes. The IC3 also provides a platform for victims of cyber crimes to :
report their complaints. :'

4. The National Cyber Security Strategy, 2020 : This strategy; which
was released in October 2020, outlines the govern.ment‘s approach to 1
cyber security for the next five years. The strategy focuses on 2 number ‘
of areas, including capacity building, awareness and education, and

international cooperation.

PART-3
Objective and Scope of the Digital Personal Data
Protection Act, 2023. e —

(DPDP) Act,

Que 5.10. | What is Digital Personal Data Protection

2023 ? What are its main objectlves ?

Answer I
/ lwofthe
Act, 2023is218% % 45

1 ;‘he pigital Persohnal Data Protection (DPDP)
| arliament of India to provide for the processing of digital persO™r ip
in a manner that recognizes both the right of individuals to Pr0 ect the:ll
ata for lawf

personal data and the need to process such persona

purposes.
2 g;fnc: ]?pplie§ to the processing of digital person al databy organiz"‘f g
kw Outs?dtjg?liod?; oig I::'ldla, ;13 well as to the processing of digital pt:if; s
R 1L 1Invo r 3 : oS
within the territory of India.V R Boocent perviecs




o
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The Act defines ‘fdig'ital_ personal data” gq
o who can be 1der_xt:|ﬁed, dJrectly or indirec tlya?y Shata about an individua]
combination with other information. ’ At particular form, orin

Examples of digital personal data include
email address, phone number, IP addressnlé:::;1
data.

5. The DPDP Act is a significant development in In

to have a major impact on the way that organi
disclose personal data.

Main objectives : The main objectives of the DPDP Act are to -

1. Protect the right of individuals to privacy and to protect their personal
data from unauthorized access, use, disclgsure, modification, or
destruction. :

e,_address, date of birth
ation data, anq ﬁnanciai

diap law and is expected
zations collect, use, and

7

9. Promote responsible data processing practices by organizations.

3. Establish a framework for the governance of digital personal data in

India.

| TS I
Also mention the obligati.Q

What are the rights given to individuals by DPDP Act ?

s imﬁqsed on organizations by DPDP

OR

What are the mphcatmns _6f;-ti1e Digital Personal Data '::f”:f‘_?‘_?@étion
Act 2023 for businesses and individuals I BN Y A

er f’\ s\’

A [Rights given to individuals : The DPDP/Act establishes a number of

Tights for iﬁdiﬁ@uals, including the rightﬁt?ﬁ; ;N

L Access their Pei/'sonal data. o 0F 4
’t?'eu' personaldata.. .= "

3. Erase their personal data. - (¥

4. Object to the processing of theirpe

: _

B

rsonal data.

Port their personal data. . The DPDP Act also imposes

* Obligations imposed on organizat:,ions_ luding the obligation to:
anumber of obligations on organizations, 1IDCtU

Obtain consent from individuals pefore proces ot
ImPlement reasonable security measures t0 protect P
Notify individuals of data breaches: -
Respond to individual requests regarding
gitﬂ-l Personal D

sing their personal data.
al data.

theil’ personal data.

ata Protection

| What is the scope of the Di




Cyber Security 5-11W(Cc.g

-3 & 4)

Answer l \

1. The scope of the Digital Personal Data Protection Act, 2023 i
encompassing the processing of digital personal data within ? ZT.Oad,
related to Indian goods and services. 0dia or

2. The DPDP Act defines "digital personal data" as any daty
individual who can be identified, directly or indirectly,
form or in combination with other information.

_ about, 4
in that Particulay

3. The DPDP Act applies to the processing of digital personal daty by
organizations within the territory of India, as well as to the processing of
digital personal data outside of India if it involves providing goods or
services to individuals within the territory of India.

4. The DPDP Act covers a wide range of data processing actiyities, including

collection, storage, use, disclosure, transfer, and disposal of digital
personal data.

5. The DPDP Act also applies to the processing of digital personal data by
government agencies, but it provides certain exemptions for government
processing in the interest of national security, public order, and prevention
of offences. Roa B

6. Overall, the DPDP Act has a broad scope and covers a wide range of data
processing activities, both in the public and private sectors.

i PART-4|
- Intellectual Property Issues.

Que 5.13. | What isintellectual property (IP) ? What are the differ®”
types of intellectual property ? .

Answer

: operty thet
Intellectual property : Intellectual property is a category of propets
includes intangible creations of the human intellect. lle Ctuﬂj
Types of intellectual property : There are many types 0f {)rel't:i—known
property, and some countries recognize more than others. The bes
types are :

) Hlﬂ,‘:

ol
me, t\ F v
fay ucts:

il
L\\\' l—“ 0

1. Patents: Patents protect inventions for a limited period of
20 years from the date of filing. Inventions can include ™
processes, or machines.

2, Copyrights : Copyrights protect original works of au s
books, movies, music, and software. Copyright protecti®!
life of the author plus 70 years.

o9

ich
' (he

ship; &
tho1 e fC

ast?
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demarks : Trademarks protect words, symbols, and designs that

”’C 3. o used to identify the source of goods or services. Trademarks can be
% :gistered for renewable periods of 10 years,

\ Trade secrets : Trade secrets are confidential information that gives a
L 4 pusiness an advantage over its competitors, Trade secrets can include
:Q formulas, recipes, and manufacturing processes.

| What are intellectual property (IP) issues, and why are

:;: ;h;y%lmportﬂﬂt in the digital era ?
W B

Eﬁdlectual property (IP) issues :

i; 1. Intellectual property (IP) issues refer to 1egaland ethical challenges

related to the protection and management of intellectual property rights.
.~ 2. Intellectual property encompasses intén e \gﬁé“étions of the human
lig mind, such as inventions, artisti ary works, designs, symbols,
Ty names, and trade secrets.
g These creations can be protected | us forms of IP rights, including
patents, copyrights, trademark , and trade secrets.
¥!  Importance of IP jn the digitalera : IP issues are important in the digital
era because the digital nment has made it easier th

an ever to create,
led to an increase in IP infringement and
e specific examples of IP is ]

—  ©0py, and distribute IP."

other IP disputes, Her:
era:

way that is likely to cause confusion
AMONg congymepg. Trademar infringement can occur online when
y ge(‘)rzﬁ }1§e traflemarks in their do:;g;;_ai:-i:nameS, website content, or online
- SIng without permisgion.

o ::ee Secret theft ; Trade secret theft is the unauthorized acquisition
7 OIL atr

ade secret, Trade secret theft can occur online when people
Into Computer systemg

d to steal confidential information, or when
/ OWnload trade secrets from the internet.
7 Qlie 5.1

2 Provide examples
Organi,

Unauthoriéed use of a trademark:

&

op of common IP issues that individuals

, ationg may face
\‘&n‘%
i FGHQ :

e Eome J
Zat; €xamples of ¢o on IP
atiopg May face . P mm

issues that individuals or
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1. Copyright infringement : This can include unauthorized .
distribution of copyrighted material, such as books, movies
software. ’

9. Trademark infringement : This can include unauthorized g
trademark in a way that is likely to cause confusion among co“fmfn of o
For example, using a competitor’s trademark in your own advertininera'
product packaging. 60

3. Trade secret theft : This can include unauthorized acquisition or g,
of a trade secret, such as a formula, recipe, or manufacturing procegs

4 Patent infringement : This can include making, using, or selling 4
product or process that is protected by a patent.

5. Counterfeiting : This can include manufacturing or selling goods tha
are designed to look like or be passed off as the genuine product of
another company. £ _

6. Plagiarism : This caninclude copyingso ecane else’s work and passing
it off as your own. I WA

OpYing or
mllﬂic, ang

How can businesse_é 'ali_‘d.,individuals protect their

intellectual property rlghtsmthe d).gltal domain ?

A. ‘ ’l.-i.'h(;'-l‘);lsinessesf ; ,
1. Registering their IP rights : Registering IP fights, such'as trademarks

and copyrights, can help to deter infringement and make it easier to
enforceIPnghtsmthe event of an infringement.

2! __lj’évelop a @mﬁ?éhensive IP policy :)This'p_olicy should outline how
the business will create, protect, and use its IP agsets.

3. Using technical measures ; Businesses can tise technical measures
such as encryption and digital watermarking, to protect their [P from
unauthorized access and use.

4. Educating employees and cusg;ome;é; : Businesses can educate their
employees and customers about IP rights and the importance ©
respecting those rights.

5. Monitoring online activity : Businesses can monitor online activity
for signs of IP infringement.

6. Takinglegal action : If IP infringement is discovered, businesseés cal
take legal action to enforce their IP rights.

B. For individuals :

1. Understand IP laws : Educate yourself about IP laws and hoW they

apply to your digital activities, especially if you create content, software:
or inventions.
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S e
ight and licensing : Always respect copyright laws

t cop : i _
2 55::?1;1@ digital content. Obtain proper permissions or licenses for
yrighted material.
1 data : Be mindful of the personal data you share

cop
rotect persona i
: fnline. Understand privacy
data.
Use strong passwords :
with strong, unique passwords.
1 5. Report infringements : 1f you encounter IP infringements online,
| such as piracy or plagiarism, report them to the relevant authorities or

copyright holders.
6. Consult legal advice : If you have questions about IP rights or believe
your rights have been violated, seek legal advice from an attorney

experienced in IP law.

policies and control who has access to your

Protect your online accounts and digital assets

PART-5 |

perty Related _'Legis.:ldtion in India.

' What are the x\qu lﬁ ellectual property-related

legislations in India

| eCE erty-related legislations{p Ind:laare s

L The nts A ;!.'ggf‘:ig’?ﬂ : This law governs pat‘ehts"iﬁ'lndja, defining the
| s.glghts and procedures for inventors to protect their inventions for a
- Specific duration, g, N

.,; Th Copyright Act, 1957 : It deals with copyright protection for literary,
i artisti muslcal, and other creative qurks;'_!i‘he Act also addresses issues
:‘, related to performers rights and the protection of cinematographic films.
3. The Tnjademarks Act, 1999 : This Act governs the registration and
frotectlon of trademarks in India. It defines what can be registered as a
rademark and outlines the rights of trademark owners.

:t?lie dDeSiglls Act, 2000 : This law governs the registration and protection
i Ndustrial designs in India, ensuring the exclusive right to use the
Sign for a specified period.

Ti‘:tg;;!graphical Indications of Goods (Registration and

in dicationon) Act_, 1999 : It provides protection to geographical

Maintaiy t?; ensuring .that Products as.sociated with specific regions
e eir unique identity and quality.

s A‘zfl;:;nductor Integrated Circuits Layout-Design Act, 2000 :

Xelngpye ects the layout designs of integrated circuits and provides
rights to creators of such designs.
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1.  The Plant Varieties Protection and Farmers' Rj
This legislation governs the protection of plant varje
of plant breeders and farmers.

8 The Information Technology Act, 2000 : While pri marily foeygeq .
electronic transactions and cybercrimes, this Act alsg addresges iy
related to electronic records and digital signatures which
the digital domain.

1.1-|.'H FJ.“I'I ||'|g. rI'Hh| :

]
g

dare L'r'm;];,! in

PART-6
Patent, Copyright, Trademarks.

e

Que E.IE.l What is a patent ? What are the requirements for
obtaining a patent ?

Answer
Patent :
1. Apatentis alegal document that grants the inventor exclusive rightsto
make, use, and sell an invention for a certain period,

It is a form of intellectual property protection designed to encourage
innovation.

b

3. Itprovides inventors a limited monopoly on their mventions inexchange
for disclosing the details of their inventions to the public,

4. The invention may be a product or
non-obvious.

Requirements for obtaining a patent : To obtain a patent, an inwﬂf-l“."f
MUSt meet certain requirements, which can vary slightly from one coun(r}
to another but generally include the following key criteria -
L.~ Novelty : The invention must be new and not previously disclosed f
known to the public before the patent application’s filing date
= N?n-uhﬁnuﬂr'&“ : The invention must not be obvious to somett
skilled in the relevant field of technology. |
sd3 1= SRl
3 UHEfT.IlI]'E'BH or l.ltlllt}" : The ill\'l.'ﬂlE[r|1 must have a 1_&[':11'1'.1‘3.[ l“lll:;t.

application. It should serve a functional purpose or provide some Hils
benefit,

a process that is new, useful, and

4  Bubject matter e]j
lr]lh{i ble for
machineyg |

LT m = . 1 I'"' L
gibility : T invention must be of a Lypt :
Patent protection, Ip of

i "8 il i - id ust
nanufactures, tOmpositions of matter, or new an
HOprovements Ly any of the

b Adrquuu-dim-lnuun-:'I'1u-
r'lllnjjll'Tl' l‘]i-m “[J!rnn al 1Iu-
field L understand anil repl

Heneral, patents can cover p

B cutegaries "

Patent application must provid “. | in LY

Mvention, enabling someone skill
R R T
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sp ecificity : The patent application should includ
of the invention, < v

Claim
se scope

: claims t

Que 5_._19? What are the rights of a patent holder ?

Following are the various rights of a patent holder :

1 Exclusive use : The primary right of a patent holder 1
right to make, use, and sell the patented invention.

2 Monopoly : A patent provides the patent holder with a temporary
monopoly over the patented invention, allowing them to, control its
commercialization and derive financial benefits from it-

Legal enforc_ement . The patent holder:_:_hagftthe legal right to enforce
their patent rights by taking legal action{é_égain'stl_individuals or entities
that infringe on their patent. * _

4 Licensing:A patent holder ¢
permission to use the patented 1

5. Transferability : Patent
them as collateral for loz

hat define the preci

g the exclusive

enses to others, giving them
‘exchange for royalties.

ir patents to others or usé

lder’s exclusive rights

6. Exclusivity in specif;i; ' ry : A patent ho
apply within the j sd he patent-granting country of region.
‘Patent holders have the right to prevent
i importing the pzttented invention,

L e; a general overview of the pro

el?t%tl'mine patent eligibility :
gible for a patent under Indian law-

and industrial appli¢

cess :
ur invention 18

ousness, utility,

h: Conduct &
tented pefore. .
d can save time and resources:
Prepare 8 compre description
gs or dia if lpplwuhle.

of novelty, non-obvi

Co

youlll't!uct a.patent searc

the n:lventlon has been pa

B velty of your invention an

°fYc?ul:-r'e a detailed description :
invention, including drawin

hensive

gl‘illl'lS e
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4. Draft patent claims : Draft claims that define the scope of .,
you are seeking. Claims should be precise and pecific in doprr.”Ft‘ctinn
essential elements of your invention, 8Cribing the

8 Choose the right type of patent : Decide whether ¢ app|
provisional patent or a complete patent, Py for ,

em. &

6. File a patent application : File a patent application with
Patent Office. You can do this online through the official we
submitting a physical application,

7. Pay application fees : Pay the required application fees, which gy
vary based on factors such as the type of applicant, (individual, small
entity, or large entity) and the number of claims.

8. Examination and publication : After filing, the patent application
undergoes examination by the Indian Patent Office. The application js

published after 18 months from the filing date or the priority date,
whichever is earlier.

the Indian
I)Sit!} or hy

9. Respond to office actions : Address any objections or requests for
clarification issued by the patent examiner during the examination
process. ;

10. Grant of Patent : If the patent application meets all requirements and

the examiner is satisfied, a patent is granted, and the patentee is issued
a patent certificate. '

Que 5.21. I What is copyright ? What are the requirements for
obtaining copyright ?

Anewer |

Copyright :
1. Copyright isalegal protection granted to the creators of original literary,
artistic, musical, and other creative works.

2. It gives creators the exclusive right to reproduce, distribute, perform;
and display their works for a specified duration.

g t0
3. Copyright is designed to encourage creativity and enable creators
control the use and distribution of their works.

. ; ction
Requirements for obtaining copyright : To obtain copyright prote
following requirements must be met

author’s
L  Original work: It means that work should be the result of the 3
creative effort and not a direct copy of someone else’s work.

2. Work must be fixed : The work must be fixed in a tang’ibl‘e‘ juced:
meaning it must be in a form that can be perceived, repro
communicated. 1

= ork, ar°
3. Authorship : The author is the person who cr?ateb't:k: :::u!‘ "
copyright is automatically granted upon the creation of the

mediv™

B




Que 6:22. | What are the rights of 5 Copyright holder 7

The specific rights of a copyright holder include :

1. Reproduction right : The right ¢, make copies of the work, whether
in print, digital, or any other format. This ;
duplicates, print editions, or digital copi

2. Distribution right : The

es.

ances, plays, coﬁée"zrts, and other public
presentations of the work. | b, &

4,

6.

6. . : _

i : wnloads of the work.

. Exclusivit;;g_:""@déyg ht holders have the eﬁ(‘élqsivéﬁ:r_ight to exercise
these nghts,preventmg others from using, reproducing, or distributing
thewﬂl‘kwlthoutpermlssmn by o

8. Dll_rationﬁ:iﬁln many countries, copyrighj;___:_p_x;é éiiig_n_ lasts for the lifetime
of the author plus an additional 50 to 70 years.

% T'alisf_e;fabiﬁﬁr and licensing: Copyright holders have the option to
transfer gr license their rights toothers.

1o, Enforcement : Copyright holders have the le

gal right to enforce their
exclusive rights through legal action;

Que 5.23. How can indj
thejy CoOpyright 2

Angye,.

Ingjy;
by fc;lldua}ls and busineggeg in India ¢
L OWing thege general steps ;

N of the orj

viduals or businesses apply for and protect

an apply for and protect their copyright

Teatig
Or creqp;

ginal work : Create an original literary,

artistic,
ght protection is automatically granted upon the

Ve work. copyri
the work.
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ent and fix th _
tion and fixation : Documen he work
2 ?&;?&e;g?iium, .., the work ghould be recorded, written dOerl?D:

saved in a form that can be perceived, reproduced, or communicgge

: i o include a copyright notic

ht notice : It 18 advisable to inc - ic6 on the

3 ?ngmgtypicﬂ copyright notice includes the copyrl.ght symbol (©), th,
year of first publication, and the name of the copyri ght owner,

4. Registration (optional) : While copyright protection is automatic upgn
creation, individuals or businesses can choose to register their copyrigh
with the Copyright Office in India.

5. Record keeping : Maintain detailed records of the work, including
drafts, revisions, and any correspondence related toits creation,

6. Licensing and permissions : If you wish togi‘ ,,':f'Oﬁhé?é?ﬁe right to
psing@;g.g‘reements that

w7

use your copyrighted work, consider drafting/Ji
specify the terms and conditions of use.

7. Enforcement : If someone infringes on y

work without permission, you have
copyright.

copyright by using your
gal right to enforce your

Que 524 What is a tradem:

registering a trademark ?

What are the requirements for

_Answgri"_
Trademark :

etive sign or symbol, suc asaword, phrase, 1080,

L Atrg_ggn;arlf adi

ymbol, design, o ‘combination thereof, that is used to identify and
@stmgulsh\:gpods’br services offered by one/party from those of obers
E:.:d:lr}lark%gre/;galuable assets for busifiesses and play a crucial pole s

‘anding, consumer recogniti nd p; ti ! e
compﬂﬁtio;%,/ g el rq;%ectlon e
Ret.:luir.ementfs for registeriﬁ
registering a trademark include :
1.

mark : The requirements for

Distincti . il 4
ctiveness : To be eligible for trademark registration, the prOPosed

trade istincti
ik rr‘r:iark must be distinctive and capable of distinguishing the (-
ces of one entity from those of others
2. Non-descriptivenes .

8:Th i intive

:;' the goods or services it rg;ﬁig:rlﬂgrk must not be directly descriP® |

on-deceptiveness : Th 4

deceive the . * Ihe trademark must o or likely to
public . ust not be deceptive 0 :

of the goods o regarding th

natu y : i
1 p 1
I 8ervices, € nature, quality, or geogTaphlcaI orig!
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Not offensive : Trademarks that are offensive, scandal ‘
& may be refused registration, alous, or immoral

¢. Not prohibited by law : The trademark
any law in India, including being contrery

7. Proper representation * The trademark must be represented
graphically in a clear and specific manner,

should not be prohibited by
to public policy or morality.

. | What are the rights of a trademark holder ?

Tht: specific rights of a trademark holder include :

1. Exclusive use :The primary right of a trademark holder is the exclusive
right to use the registered trademark in connection with the specified
goods or services for which it is registered b

2. Prevent others from using simil; marks : Trademark owners
have the right to prevent others fron ng trademarks that are identical
or similar enough to their own trademark.

3. Protection against infri
action against individuals:
rights.

rademark holders can take legal
that infringe on their trademark

4. Exclusive right tc ‘rademark owners have the authority to

owing them to use the trademark for specific

~dilution : Trademark holders can protect their
inst dilution, which occurs when the distinctiveness and
the trademark are impaired by the unauthorized use of a
, even if there is no likelihood of confusion.

.......

: Trademark hﬁéié’érs havethe Iegél right to enforce their
krights through legal means.

Use as collateral : Tradem T
financial transactions.

A

 be used as collateral for loans or

Qﬂe 5'23» How can individuals or businesses apply for and protect
their trademark ?

AnﬂWer

IIldJ'Viduals or businesses can apply for and protect their trademark in India

Y following these general steps :
L Trademark search : Conduct a comprehensive trademark search to
€nsure that the proposed trademark is unique and does not conflict with
“Xisting trademarks,

ldentify the appropriate class(es) : Determine the class or classes of
Boods op services for which you intend to use the trademark.
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3. Create the trademark : Design and create your trademark
4. Draft the trademark application : Prepare the trademark a

5. Specify goods or services : Clearly specify the
associated with your trademark.

6. Pay the application fee : Pay the prescribed filing fee, which varj
based on factors such as the type of applicant and the number of Cla_gszs
of goods or services. -

Pplicatiop
B00dS or seryige

7. Trademark examination : The trademark application underggeg
examination by the Trade Marks Registry.

8. Publication and opposition : If the trademark application passes
examination, it is published in the Trade Marks Journal. This publication
opens a window for third parties to oppose the registration if they believe
it conflicts with their rights. -

9. Registration : If no opposition is successfi
are resolved in your favor, the tradem

r if any opposition issues
k is registered.

27 | Explain the fundamen dif:ferénces between patents,

copyrlghts, and trademarkg :

Protects (;i‘ig_inai ::'Pjgrbtects brand
creative works. . |names, logos,
N i Symbo].s.

: Inventions, therary, artlstm, Symbols,
* |protection’ |processes, . |musical. © | names, logos,
T | products. ; slogans.

3. Subject'? Novel and

|Original creative|Distinctive .
matter useful ideas.  |expressions. signs for goo
- services.

4. |Duration |Typically 20 Generally life of the | Indefinitely
years from filing| author + 60. renewable.

5. |Registration|Yes No Yes

required L_”,,,)

©OO©
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Introduction to
Cyber Crime

UNIT

| (2 Marks Questions)

h_

1.1. What is cyber crime ?
Ang. Cyber crime is any illegal behavi
operations, that targets the sec

data processed by them.

or, directéti by. means of electronic
urity of computer systems and the

12. Discuss types of attacks p; evalent in cyber crime.
Ans. Types of attacks prevalent in yber crime :
1. Techno-crime .
2. Techno-vandalism

ormation security ? .

he practice of protecting information by
mitigating information risks. Information security aims to safeguard
i ion 1 nauthorized access, disclosure, alteration, and

13. What do you mea
Informatioll__.::seéhr-ty

Ans; Cybercriminals are individuals or groups who engage in illegal
commit various forms of cybererime.

L5. What are the types of cybercriminals ?

Following are different types of ¢ybercriminals :

e I : Cybercriminals — Hungry for Recognition. et
Type I : Cybercriminals — Not Interested in Recognition.
TypeIII ; Cybercriminals — The Insiders.

What are the different categories or types of cyber crimes ?

FOllowing are the different categories or types of cyber crimes :

Cybercrime against individuals (persons).

- Cybercrime against assets (property). | _
Cybercrime against organizations (government, business and social).

4. C

ybercrime against society.

MEE@ QN -

B 2
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1.7.

L L E

.
o

i

A

. What are various ¢

2 Marks Queﬂti()ns

What are various cybercrime conducted a
(persons) ?

Following are various cybercrime conducted
(persons) :

E-Mail spoofing

Online frauds

Phishing

Spamming

Cyberstalking and harassment

gainst indivigy,,

against indjviduals

What are various cybercrime conducted against asgetg
(property) ?

Following are various cybercrime conducted against assetg
(property) : - U

Credit card frauds

Intellectual Property crimes

Internet time theft

What are various cybercrime conducted against
organizations (government, business and social) ?
Following are various cybercrime conducted against organizations
(government, business and social) ;

Unauthorized aceessing of computers
Password sniffing: .~

Denial-of-_Sérvicéﬁ(D;oS) attacks

Virus attacks -

_ ybercrime conducted against society ?
Following are various cybercrime conducted against society :
Forgery

Cyberterrorism
Web jacking

: Pact of cyhererimes on individuals :
Financial losses

Privacy invasion

Identity theft

Emotional distress

mpact of cyberey: ty :
Data Giue as ybercrimes on property
Ransomware

Disruption of Serviceg

. ' - 2
What 18 the lmpa‘,t Of cyber C!‘inles on g()vel'n"l(?nt 4
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ans Following is the impact of ¢ o ——
2.
\ §
4

bererime
National security threats ybercrimes on Bovernment :

Economic impact
Data breaches
Intellectual property theft

1.14. Discuss the survival mantra for
security.

The 5P netizen mantra i : :

Precaution : It in\};ﬁr:asst{)l:iil;r:&?i::lasn:m i serds d
. - nd aware of potential

risks and threats when using the internet.

Prevention : It entails taking proactive measures to reduce the

likelihood of falling victim to online threats: y

Protection : Protection involves implementing security measures

to safeguard personal data and online accounts.

Preservation : Preservation emphasizes the importance of

preserving digital assets and records securely.

Perseverance : Perseverance represents the ongoing commitment

to maintaining online security.

the netizens for online

v »H

¥ Q

=

L15. What do you understand by cyber offenses ?

An& Cyber offenses, also known as cyber crimes, are criminal aetivities
committed in the digital realm using computer networks, the
internet, or other forms of technology.

L16. Emlmthe t\gﬁrniﬁ“ﬁackers, crackers and phreakers.
Eon - o N é“t :
acke :&“\\K ers are individuals with advanced eomputer skills
and kﬁ“%ledge who use their expertise to explore and manipulate
: computjﬁ' systems, software, and networks. ‘ 2
:E-CI\_',RCkém?%‘@’(‘}rackers areindividuals who engage m.mahclous or
“illegal activities, primarily focused on circumventing software
protections (e.g., cracking software licenses or encryption) to gain
unauthorized access or manipulate software for pfrsoga] gain.
3. Phreakers : Phreakers, short for “phone ph.ljeak_s, are md.l\‘nd;al:
who manipulate or explore the telecommunication system:,,l griz ;1
with a focus on gaining free access to phone Services or exp

the inner workings of the telephone network.

L17. Explain how cybercriminals plan the gttacks ?'rim o3
AR The following phases are involved in planning cyber ¢

1. onnaissance (Information Gathering).

g' Seanning and scrutinizing.

stern access).
- Launching an attack (Gaining an v

d maintaining s

L18. Explain the term “Social Engineering™




2 Marks Quegt:
-Sem-3 & 4) estiogd
SQ-4W (CC — ks Qustin
AsE “Soci  ering” refers to a set of manipulative techniqueg ¢
csg?ﬁr?ngilr?;{aa use to exploit hu¥na.n psych(?logy and hat
ig:dividuals into divulging confidential information.

deceiVe

1.19. Give classification of social engineering.
Social engineering is classified as follow :
Human-based social engineering.
Computer-based social engineering.

What are the ways of getting desired information using
human-based social engineering ?
Following are some of the ways of getting desired information :
Impersonating an employee or valid user.. S

Posing as an important user.
Using a third person.
Shoulder surfing.
Dumpster diving.

E i a
o o = g o 5

1.21.

Enclosing maliciou
Generating fake po

E wprl
B wn

g
=3
&
S

&

¢

ber’“staikuig efers to the act of using glta.l m
tools and enline platforms to harass, intimidate; or threaten an
individual or group of individuals repe

- Give key characteristics of ¢
“Key characteristics of swher stal
Repetitive behavior
Unwanted contact
Anonymity,
Monitoring,
Threats and har
Manipulation,

assment,

Mention the types of cyber stalkers,

re are pri :
Online ﬁtg{ﬂ:i? -lyotw-o types of cyber stalkers : ,
cberstalking Dl'in{a .]nl]ne stalkers are individuals who engag®
realm. They uge the Ii.ln{gthrough digital means and within the vir™*"
i i 1d : ‘ 2 . ar 55,
Intimidate, op threaten fl?sltravl:gt‘;,?‘r ous anline platforms 0 hara
: 8,

E o E E*\\“
R g B S

N
2
- =
o -
e
o
=
s
=
)

-
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Cy

the physical world but may use online tools or informati
their stalking activities. nformation to further

1.25. What do you mean by cybercafe ?

ams A cybercafe is a physical esfiablishment or business where customers
can access computers, the internet, and various online services for
a fet?. These caffas typically provide public access to computers and
the internet to individuals for a specified period.

1.26. What are the measure an individual should take while using

the computer in a cybercafe ?
Following are a few tips for safe
computer in a cybercafe :

Always logout.
Stay with the computer, avoid leaving it

Clear history and temporary files. ¢
Be aware of your surroundings
Avoid online financial trans:
Pay attention to security wa

ty and securlty while using the

plé near you.

o U 0o b %

What are Botnets 2.
omp omised computers (bots) that are

‘criminal or a group of cybercriminals
or “botmasters.” These compromised
With:;é;;;palicfo_us software or

y infected i _
in control over them.

‘the attacker to ga

you mean by “attack vectgf ’ v i
- vector is a pathor a means by which a cyber attack can be
,m. petwork, or organization. It

| t against a computer system,
ue that a malicious actor or

the specific method or avenue t :
1:ties and compromise the security

©©




Cyber CI’ime
(2 Marks Questions)
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2.1. What are different types of mobile computers have been

introduced in the market ?

Ams Many types of mobile computers have been introduced since 1990s

They are as follows :

1. Portable Computer

2. Tablet PC

3. Internet Tablet

4. Personal Digital Assistant (PDA)
5. Ultramobile PC (UMPC)

6. Smartphone

22. What are different mobility types ?
ams Following are different mobility types :

1. User mobility: User mobility refers to the ability of individuals 10
_«move physically while maintaining network connectivity and access

¢ to services.

§ 2. Device mobility : Device mobility refers tothe ability of devices 10

ij_‘_‘i__\lh move between different access points or
" 'maintaining uninterrupted connectivity.

networks while

3. Session mobility : Session mobility refers to the capability ¥
transfer an ongoing network session from one device or network

to another without interruption.

=

Service mobility : Service mobility involves the ability ¥ access

the same services or applications from different devices or ]ocations:

What are the popular f
L aariy types of attacks ag

Malwares, viruses and wo

L ’ rms
Denial-of-Service (DoS)
Overbilling attack

Spoofed Policy Develo n
: : pment Process (PDP
Signaling-level attacks ek )

S"!“‘P’Nt“n ;:

-

ainst 3G mobil®

Popular types of attacks against 3G mobile networks are as follows *
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94, What do you meanm

4 card fraudsg jn context of mohile
and wireless computing ?
n the context of mobile' an
. II-efers to fraudulent activit
credit card information in

d wirelegg Computing,

; : credit card fraud
1es that Involye the unauthorized use of
reless transactions.

mobile or wi

1. Traditional techniques :
i ID theft
1. Financial fraud
2. Modern techniques :
L  Triangulation
.  Creditcard generators

26. What are the security ¢
to cybersecurity s

Ang Mobility brings two main hal
1. On the hand-held devi

Access Server (RAS)secur
aplayer control se urity,
T Networking application-

ht Directory Access Pro col (LD \P’

yYou understaif@_g: y authentication services
Security ? pus
A, Authelflticatit:m services security refers to the measures a.nd
Practices Putin place to ensure that users and devices. attempting
aceess a network, application, or service are legitimate and
authorizeq

29,

Disc‘ms the types of attacks to which mobile devices are
Subjecteq to.

Mobie devices are subject to following types of attacks :
Push appa i

Pyj) attackg
Cl‘aah attackg




b
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2.10. Describe the various types of attacks against mohj) slogl
phones. . ,

Following the various types of attacks against mobile/ce]] phones -
Mobile phone theft

Mobile viruses

Mishing (Mobile Phishing)

Vishing (Voice Phishing)

Smishing (SMS Phishing)

Hacking Bluetooth

@P‘PF—"?\"!“E

211. What are the various security implications for
organizatiens related to mobile deviceg ¢ -

Ass Following are various security implications yrganizations related
to mobile devices : :

Managing diversity and proliferatior

Unconventional/Stealth storage devi

3. Threats through lost and stolen devi

f h: . d-hel ;levices.

L

2.12. Discuss what organizatio
their information sys
paradigm.

Ang Organizations c

systems : ;

1. Encrypting organi

2. Including mobile

an’

onal databases.
8 in security strategy.

yption of database files ?
Following two algorithms are e

What are different ways to crE#fe policy for mobile devices (

Following are different 510 ¢ : i jces -
; B waystocreate policy for mobile devices:
Creating a distinct mobile computing pglicy.y

Including mobile devices under existing policy.

Hybrid approach (mob; : i o
policies and a new One;_le devices fall under both existing g6*

©0©
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Tools and Methods
Used in Cybercrime
(2 Marks Questions)

| 31. Describe the basic stages of attack through which attacker
can compromise a network.
Following are the basic stages of attack through which attacker
can compromise a network : _ v

. Initial uncovering : b W

. Network probe (investigation)

. Progressing toward electronic erime (E-crime)

Ans.
1
2
3
4. Capturing the network
5. Grab the data &
6
32.
Ang,

- F

= .

. Covering tracks

Briefly explaiti proxy servers.
A proxy server, situated within a network, érves as an/intermediary
for cong@qﬁtmg..?g@t_h‘other computers on that same network.

&

e i ————

3{3- n anonymizer.
' .% gﬂ_ﬂnoigif;f}’mi;er, also known as an.anonymous proxy, is a tool
B¢ eslg‘n:e;_d; to gnhance online privacy by rendering internet activity

g e

i“- “Wh-af is phishing? =
Phishing” is a term denoting a cyberattack tactic that involves the

i use of email programs to trick i 1 i y
ick internet users into leUl n
r confidential information. - g

How phishing works ?

hishers work .in the following ways :
Betup _';: 1?‘h]‘:i'hlshmg at.tacks begin with meticulous planning.
for the'. fus stage, phishers establish the infrastructure required
Attac lr.phmh’“g campaign.
Couecti f:] nce the setup is complete, phishers initiate the attack
t As recipients fall for the deception and respond to the

Dhishjng

’m
;o pR pPrHAS

‘ mentity 8sages, phishers collect sensitive information

theft and fraud ; With the collected information, phishers

carry out identity theft and fraudulent activities.

Proceed to
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3.6. What do you mean by password crac}cing ?
ans Password cracking is 8 process of recovering passwords from daty
that have been stored in or transmitted by a computer system,

37. What is the purpose of password cracking ?

ans The purpose of password cracking is as follows :
= L
Tt
3

To recover a forgotten password. =

_ As a preventive measure by system administrators to check for
easily crackable passwords.

. Togain unauthorized access to 2 system.

38. Discuss the categories of password crac kit

ang Password cracking attacks can be classifie
as follows :

1. Online attacks.

9. Offline attacks.

3. Non-electronic attacks (e

and dumpster diving).

ging (keystroke logging) :
aetice of recording keystrokes on 2
d;5creetly so that the keyboard user

39. What do you mean by

Az Keylogging involves’
keyboard, typicgllf”ﬁi

oftw ﬁgylogger : Sofggvare
jiggron comPUtegéﬁﬁtems
a.@?.ng; system and the key

keystroke. Cnwl

ware keylogger : ardware keyloggers are compact thSIf’al

- B o
deev]a':hce]; Tl:'ey Ere E:onne?taed totl  PC and/or the keyboard, re®
ystroke either in a file or in the device’s memory-

“often positioned betweer
' ardware, recording every

3.11, Wha
Ang An atn‘;(;&: o undarstand by antikeylogger ?
keyloggeryt}?gf ﬁr 18 a tool designed to identify and remoVe
ave been installed on a computer syste™
e ) antages of
Ang Advantages of i antikeylogger
— antikeylo e 4 ’
I]:;?;:;‘:i?n afnd removal 0%‘?;;:;;120110\\;5
tion from una ' i
Preventing identity lﬁﬁ?lzed surveillance.

o N
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| . _ - e ——
Preservation of online gecy rity,

Protecting business and financial datn

P

313. What do you mean by Spyware ?

Spyware is a type of malware
— collects information about

8.14. What is a computer virug ?

3.15. List various types of viruses,
Following are various types of viruses :
Boot sector viruses

Program viruses
Multipartite viruses
Stealth viruses
Polymorphic viruses
Macro viruses

m,cﬂP.W.N’!-‘a

d.16.

What is a computer
A computer worm A

Possesses the abih o replicate itself. It leverages a computer
network to sttﬁbgteff@piés of itself to other nodes; ’o;_compu_tgrs,
within the network, often accomplishing this without requiring

WOM?
e of malware computer program that

o

fontrol and inflict g:s;iﬁage.

318, t? do you understand by Backdoor ?
Aug A backdoor provides a means of Accessing a computer program

while bypassing its securify,mechanisms. A backdoor grants
icious individuals the capability to execute any conceivable action
0 a compromised system.

* How to protect Your systems from Trojan Horses and
backdoors ?

FOllow the given steps to protect your systems from Trojan Horses
and baﬁkdoors :

Lay away from Buspect websites/weblinks
urf o the Web ca utiously

b'lsta]] ﬁntivirus/']‘rojan remover software

Whag do yoy understand by steganography ?




2 Marks Questiong

sQ-12W (CC-Sem-S &4 S
act of hiding @ file, message, image, or

Ans.

321.

[~}
B B

3.24.

differs from traditional DoS as it uses multiple comprom:

238 .
“SQL injection is a method of injecting codé that takes adv

3.26.

3.27.

by flooding them with massive traffic from multiple sources.

involves the _ .
Steganogl‘-‘{i:]hyanother file, message, image, or video. The term

Vidﬂo WIt b \k ¥, d « Mo -
“ steganogmphy” is derived from two Greek words. steganos,” which
means scovered, concealed, OF prnl.cctvd. and “graphein,” which

means swriting.”
What do you understand by steganalysis ?
Steganalysis is the practice of identifying concealed messages within
images, audio, OF video files that have been encoded using
steganography.
What is dem'al-of-service (DoS) attack ?
A DoS attack is an attempt to make a computer reso urce unavailable
to its intended users. In this type of criminal act, the attacker floods
the bandwidth of the victim’s network or fills his e-mail box with
Spam mail, making it hard for them to use their services.
Give classification of DoS attack.
Classification of DoS attack =
Bandwidth attacks N
Logic attacks
Protocol attacks W
Unintentional DoSattack y
What is distributed denial-of-service (DDoS) attack?
or websites

to disrupts networks
DDoS

ised devices,

DDoS attack isamalicious attempt

forming botnets, for a coordinated attack.

What is SQL injection P
lication-
: to

yer of an appP
anizations

a security weakness occurringin the database la
S?L servers, which are commonly used by many 018
store sensitive data, are the'primary targets of these attackers

\];Vllizlt iSs lilmd SQL Injection attack ?

vulnerabQﬂit;,ngscSth B elf_‘P]OYEd when a web app]icati
injection, but t dire

the outcomes of the injection. ut the attacker cannot &

on

has 8
ctly s€¢

gt:ii‘:f is buffer overflow ?
Proceszrszzfgg gw’ also known as a buffer overrut occur® e il:
by the program;ta in a buffer beyond the memory allocated fo-l;r
S :r. This can lead to unreliable program be 31‘”651
or even a compro;lcieszs i‘rrorS, incorrect results, progre . Crﬂbh
of system securit
Y.
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328. What are different buffer ove
Following are different buffer oy
1. Stack-based buffer overflow
9. NOPs (no-operation instructions)
3. Heap buffer overflow

rflow attackg 7
erflow attacks ’

329. How to minimize buffer overflow attacks ?

Ang: Following methods help to minimize buffer overflow attacks :
1. Assessment of secure code manually,
2
3

. Disable stack execution.
Dynamic run-time checks,

3.30. What are different components of wi
Asis: Following are different components of

1. 802.11 networking standards

2. Access points

3. Wi-Fi hotspots .
4. Service Set Identifier (SSID
5. Wired equivalence privacy (W
6. Wi-Fi protected access ()
- .

tworks.
e some of the traditional techniqu

332. What is phishing ? ’

Asng; Phishing is a cyber attack technique in which attackers impersonate
legitimate indviduals, organizations, or entities to trick individuals
into revealing sensitive information, such as passwords, credit card
numbers, or personal data.

333. What j -
’ at is spam e-mails ? ; ‘
A, Spam emails are types of unsolicited or deceptive imaxlss.egﬁia.i
emails are typically commercial or promotional in nature,
Profit or engagement with recipients.
334, Whay ;
at is hoax e-mails ? : ‘
Hoax emails are types of unsolicited or decgptxvle) gmgésétgr?:g‘
®Mails aim to deceive or misinform recipients with fabrica ’
Warnings, or false information.
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Understanding
Computer Forensics
(2 Marks Questions)

4.1. What do you understand by cyber forg
Ang: Cyber forensics is simply application of com
analysis techniques in the interest of dot
evidence.

42. What is digital forensic:
Ang: Digital forensics entails emp
the dependable an in

1 gathering, examination,
ion of digital proof. The goal of
digital proof of somethin specific or

ent evidence and legd
ridence discovered in othé

, &
Give ‘examples of son
orensics is used,

FOHOWing are examples of some typical scenarios in which digital
forensics is ugeq : AT 4

mployee internet abuse.
Datg leak/data breach.
Inc.lustrial espionage.
Cl’}mi:lnal fraud and deception cases.
Tmina] cageg.

Copyright vielation.

g.g S Ly M= 00, NOFY g g

What is the need for
€ need for
actors: 1aw e
€ univerg
microcompu

computer forensics ?

computer forensics can be attri‘bl‘lted to two keil.r
nforcement's growing reliance on dlglta! evidence ?ll:e
al proliferation of computers resulting from

ter revolution.
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iR ST
concept ?

ocord or documentation procesg tha
asion, control, transfer, examinat;, t
hether it is in physical or ele.gtmn?c'

46. What is “chain of custody”

aAmk 1t refersto the chrqnp\ogicnl r
signifies the acquisition, posse

and final handling of evidence, W
form.,

and by digital evidence ?

ans Digital evidence refers to any information or data that is stored or
transmitted in a digital form and can be used as evidence in legal
proceedings. 1t encompasses & wide range of digital sources,
including: electronic documents, computer files,log files, metadata,

internet activity and device information.

47. What do you underst

A8. What do you understand by “Rules of evidence” ?

ams The Rules of Evidence under the Indian Evidence Act, 1872, provide
a structured framework for the admission and exclusion of evidence
;0 Indian courts. These rules play.a pivotal role in ensuring that

trials are fair, evidence is reliable, and justice is served.

49. What do you understandbyferensws analysis of e-mail ?
ans. Forensic analysis of esmailsis aprocess of systematically examining
Ea-maﬂ messages andassocmted data to gather evidence for legal or
investigative purposes. This type of analysis is commonly used in

various fields, including law enforcement, corporate investigations,
cyber securit.}{ ,andlegal proceedings. ¢

410, Outline the various key steps involved in tracing an email
for forensic purposes. .
AR Followmg are the key steps involved in tracing an email for forensic
. purposes: S N
“1. Examine e-mail header
2. Review “received” sections
3. ldentify source server
4. Analyze timestamps |
5. Examine e-mail content
6. Check server logs
7. Follow IP addresses
8. Utilize timestamp analysis
9. Beware of fake headers
10. Explore X-headers

4.11. What do
do you understand
& The digital forensics 1.

preparation and

: rese : s

forensics twiden:@ (‘:;n-tﬂtlu’{l of evidence in a legal context

witnesses to hel])'ﬁ-gt iil?ta of digital exhibits Pre'scnt ed by qué
ablish facts and legal theories in a ¢a5¢

¢ e
- . digital forensics process ’
process is a legal procedure that involves &
Digitd

Jified
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4.15,

O oo ﬁ

. What are the various

', Performeq
L Mediaana

2. Mé&iamfén

forensics investigatio
Forensics life cycle inyo]
Preparation and identif
Collection and recording digita| evidence,
Storing and transporting digital evidence,
Examination/investigation digital evidence,
Analysis, interpretation and attributjop,
Reporting.

Testifying,

ves the following phagey -
cation of ovidence,

° s gal teams Treéquest relevant evidence from
OPposing parties, ij ding electronic

ally stored information.

rent types of digital analysis that can be

captured forensics evidence ?

Wwing are the different types of digital analysis that can be
on the captured forensiecs evidence :

ysis g g ¢

Derférmédon the
Followin

agement analysis
ile system analysis '

Pplication analysis

etwork analysig
Image analysig
Video analysig

o7
15
v

?Vhat are the typical elements of a digital forensics
Nvestigatio

n report ? L
Following are the typical elements of a digital forensics investigation
Teport ;
ldentity of ¢,
ase identifje

reporting agency,

T Or submission number.
Mvestigator,

dentity of the submitter.
of receipt,
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2 Marks Quegﬁon‘ _

o3 &

S wm

4.16.

4.17.

©oo NGO N E

4.19.

—l

Date of report. R
Descriptive list of items submitted for examination.
Identity and signature of the examiner.

Brief description of steps taken during examination.
Results/conclusions.

What is network forensics 7

Network forensics is a branch of digital forensics that focuses on
the monitoring, analysis, and investigation of network traffic and

data to uncover security incidents, cyber attacks, and other network-
related crimes. -

What are the phases involved in
investigation ?

Following are the phases invol
investigation :

Secure the subject system,.
Take a copy of hard drive/dis
Identify and recover all files.
Access/view/copy hidden, p
Study “special” areas‘on t}
Investigate appliggti )
Consider the syéte:
Consider general
Create detai

'y forensics

y
i

&

atare, things to be avoide
forensics investigation ?
Things to be avoided :

g date/time stamps
ing data Vo

What are the things that cannot be avoided during 2
computer forensics investigation ?
Things that cannot be avoided :
Engagement contract
Non-Disclosure Agreement (NDA)
Customer agreement

Legal definitions

:W’hich. important elements are addressed in a forensics
mvest'lga.tlon engagement contract ?

Egliogizﬁéﬁg (i)ll;:rael;:-ele’?‘ents are addressed before while drawi®é
e iodoatis 1gation engagement contract :
Confidentiality
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cyber security —
a ent
4. Consent and acknowledgment
5. Limitation of liability
421 What is & “gocial networking” site 7
king” site is an online platform or website that
t with other

And

““Nr“E

=,

Angs.

R
.
L3

5.
6.

4. Adaptation to technolog!

A “social networ
enables individuals to create digital profiles, connec
users, and engage 1n various forms of social interaction and

com.tnunication.
What are the security threats that can emanate from social

networking sites ?
Security threats that can emanate from social networking sites are

listed below :
ge: Social networking sites ean be a source of

Corporate espiona
information leakage for organizations.
jon shared on gocial networking sites

ID theft: Personal informat

can be exploited by cybercrimin&ls foridentity theft.

ial networks can become platforms for cyberbullyng
+ Attackers can infiltrate social network

ain access t0 sensitive personal data, potentially

connections and g

leading to data preaches.

Stalking : Social'networking sites can be exploited b¥ stalkers L0
gather informationabo ¢ their targets-

What are the challenges in computer forensics ?
Follo & oare the challenges in computer forensics |
Data yolume challenge
Data tampering risk
Privacy €oncerns

cal advancemcnts

N’dwgrk forensics challenges
Examination pbacklog

©O0
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Briefly explain Information Technology Act, 2000 (ITA 2000).
The Information Technology Act, 2000 (ITA 2000) is an Indian
legislation that governs electronic commerce and digital
communication. It provides legal recognition to electronic
I transactions, digital signatures, and electronic records. The act also

addresses cyber crimes and penalties for unauthorized access, data

theft, and computer-related offenses.

What is Indian Computer Emergency Response Team

5.6.
(CERT-In) ?

ang CERT-In is the nodal agency for cyber security in India. It is
responsible for responding to cyber incidents, coordinating with

law enforcement agencies, and issuing security advisories.

5.7. What is National Cyber Security Coordinator (NCSC) ?
asg The NCSC is the apex body for cyber, security in India. It is
responsible for coordinating the efforts of various government

agencies and stakeholders to protect India from cyber threats.

What are the rights of ifidividuals under Indian cyber law ?
mber of rights under Indian cyber law,

Access to inforrﬁatm
Free speech ., |
Compensation -

*

590 What are the rights of organizatioﬁ;
#& law ? 0 ,-= .. 5%, .;:,'

: Orgamzatmns have a number of righbé under Indian cyber law,
Jincludingthe rightto: o~ ™ ©f 4
Protect their intellectual property,

Protect their business data” =

<

Take action against cyber&mna]s
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What are the latest developments in Indian cyber law ?
The 13.t£1$t developments in Indian cyber law include :
The Digital Personal Data Protection Act, 2023.
The Information Technology (Intermediary Guidelines and Digital
_.Ibieedm Ethim Code) Rules, 2021.
The I“d‘.an Cyber Crime Coordination Centre (IC3).

National Cyber Security Strategy. 2020.
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What is Digital Personal Data Protection (DPDP) Act, 2023 ?

El'ie ;?'8}““ Personal Data Protection (DPDP) Act, 2023 is a law of
arliament of India to provide for the processing of digital

—
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t recognizes both the right of

personal data in A manner tha
data and the need to process

individuals to protect their personal
such personal data for lawful purposes

What are main objectives of the DPDP Act 7

518
amk The main objectives of the DPDP Act are to
1. Protect the right of individuals to privacy and to p

disclogure, modification, a7

rotect ther PeTETL

data from unauthorized access, Use,

destruction
Promote responsible data processing practices
Establish a framework for the governance of digital personal data

in India

by organizations

=

5.13. What are the rights given to individuals by DPFDF Act 7
The DPDP Act establishes a number of righta for individuals
including the right to

Access their personal data,

Correct their personal data,

Erase their personal data.

Object to the processing 0f their personal data.

Port their personal data.

ol ol o o i

5.14. What is intellectual property (IP) 7
Intellectual property (IP) is a category of property that includes
intangible ereations of the human intelleet.

5.15. . What are the different types of intellectual property 7
Following are the different types of intellectual property
Patents

Copyrights

Trademarks

Trade secrets

#FMF!

5.16. What are intellectual property (IP) issues ?

AEE Intellectual property (IP) isstesrefer to legal and ethical challenges
related to the protection and management of intellectual propert)
rights.

8.17. Frﬂﬂl;ie E_Iu'mph"s of common IP issues that individuals ©
organizalions may lace
REE Following are some L."-"““i"l'":‘ f co

or organizalions may face

LMMOn
i rl

opyrighl iminngemaent
Trademark infringement
“Iruhil secriel Lheft

- Tl h e

a
Patent infringemeni
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Cyber Security

Counterfeiting B S,
Plagiari

How can businesses prote ir i

B i tamaint, T inetual preperty
Businesses can protect their i i

e theiI;- 1P righte, ntellectual property rights by :
Develop a comprehensive IP policy.

Using technical measures.

Educating employees and customers.

Monitoring online activity.

Taking legal action.

How can individuals protect their intellectual property
rights in the digital domain? .

Individuals can protect their intellectual property rights by :
Understand IP laws. w

Respect copyright and licensing.

Protect personal data.
Use strong passwords. ¢
Report infringements.
Taking legal advice

a E‘ P‘P‘!FPP!"‘ E i
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What is a patent 2 |
5a ‘document that grants the inventor exclusw_e

ak > and sell an invention fora certain period. It is
elleetual property protection designed to encourage

e requirements forobt,axmns a patent ?
: » the requirements for obtaining a patent :
2. iousness ‘53”4,%’
8. Usefulness or utility F
4. Subject matter eligibility v
5. Adequate disclosure
6. Claim specificity
522. What is copyright ? i
Am&: Copyright is a legal protection grante o
ﬁmprfwlg' artistic, gnusFi)cal, B.Tld other crei}tlve Wo'k?' rm and ah:‘-pl Ay
the exclusive right to reproduce, distribute, pertortt -
their works for a specified duration.

: of original
to the creators of origina
It gives creators

»
ning copyright ’
ments must be

- t are the !‘"Illir.mntl for obtai
REE Ty obtain copyright protection following require

met
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